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2. Transformieren - Red Hat OpenShift
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= vSphere Client ) G L Administrator@VSPHERE LOCAL v @ @ v
@ & d i i i )
&7 dsteiner-linux-jumpO1 02 @ ACTIONS
[ ] @ @ Summary Monitor Configure Permissions Datastores Networks Snapshots Updates
V_’EI vcenter.vcf.nts.local
v [H vie-mO1-dcO1 Guest OS Virtual Machine Details ACTIONS v Usage {§}

v ([ vie-mO1-cion Last updated: 12/5/25, 4:30 PM

B esx.vcfntslocal Power Status E\ﬁ Powered On -

{4676 MHZ e

B esxi2.vcf.ntslocal
B esxi3.vct.ntslocal Guest 0S A Ubuntu Linux (64-bit)
esxl3.vci.nts.local -

VMware Tools Running, version:12448 (Guest

)

B esxidvctntslocal

Managed)
> @ Namespaces @ Memory
£} T G DNS Name (1) jump-linux E1 92 GB sed
> aut bb6t9 IP Addresses (4) 172.19.80.158 -
G automation- 121801
& automation-tdplt AND 2 MORE Storage

& dsteiner-linux-jumpO1

& fleet
ﬁﬁ logs-primary

& mhase-wsx

¥ nsx01

P nsx02

& nsx03

ar nsxedgeO1

¥ nsxedge02
v Recent Tasks Alarms
Task Name v

Query container volume async
Query container volume async
Remove all snapshots

Query container volume async
Create virtual machine snapshot

Query container volume async

Manage Columns All

Target A ¢

@ veenter.vcf.nts.local
vcenter.vef.nts.local
dsteiner-linux-jumpO1
vcenter.vef.nts.local

_dsteiner-linux-jumpO1

&) B @) B @

@ _vcenter.vcf.nts.local

More Tasks

LAUNCH REMOTE CONSOLE @

LAUNCH WEB CONSOLE

Encryption Not encrypted

= 135.8 GB ues

VM Hardware

CPU 4 CPU(s), 676 MHz used

Status A4 Details ¥

© Completed
© Completed
© Completed
© Completed
© Completed

© Completed

Initiator A ¢

com.vmware cns
com.vmware cns
VSPHERE.LOCAL\Administrator
com.vmware cns
VSPHERE.LOCAL\Administrator

com.vmware.cns

R E IR

Queued
T

For
6ms
5ms
7ms
4ms
6ms

5ms

PCl Devices

Start Time ¢

12/05/2025, 4:30:18 PM
12/05/2025, 4:29:41 PM
12/05/2025, 4:29:08 PM
12/05/2025, 4:28:31 PM
12/05/2025, 4:27:57 PM
12/05/2025, 4:27:54 PM

VIEW STATS

Cluster

M vie-mot-rio1

Completion Time

12/05/2025, 4:30:18 PM
12/05/2025, 4:29:41 PM
12/05/2025, 4:29:10 PM
12/05/2025, 4:28:31 PM
12/05/2025, 4:28:02 PM
12/05/2025, 4:27:54 PM

Related Objects

Server h

veenter.vcf.nts.local
veenter.vcf.nts.local
veenter.vcf.nts.local
veenter.vcf.nts.local
veenter.vcf.nts.local
veenter.vcf.nts.local

16 items




VMuare ESXi 9.8.1.0.24957456 (Release Build)

Dell Inc. PowerEdge R630

2 x Intel(R) Xeon(R) CPU E5-2690 v4 @ 2.60GHz
383.9 GiB Memory

To manage this host, go to:

https://esx11/

https://172.19.88.11/ (STATIC)
https://[feBD: :266e:96ff :feba:8c581/ (STATIC)

<F2> Customize System/Vieu Logs <F12> Shut Doun/Restart



admin

Home Networking VPCs Security Inventory Plan & Troubleshoot System

Distributed Firewall @

() Security Overview All Rules Category Specific Rules Saved Drafts Settings

© Security Services Platform ACTIONS v

Threat Event Monitoring

ETHERNET (1) EMERGENCY (0) INFRASTRUCTURE (9) ENVIRONMENT (2) APPLICATION (7)
) IDS/IPS
+ ApD PoLICY Filter by Name, Path and more =
| Filtering and Analysis
9 IP Monitoring Name D Sources Destinations Services Context Profiles Applied To Action
v [] 3TierApp (4) Applied: DFW stateful @ Success C (OF=]
Policy Management
[7] Block webtoweb 3058 53 web-group 23 web-group Any None 23 web-group Drop () &
E5 Distributed Firewall =
3 M Any o9 o9
BE Gateway Firewall H ] All to Web 3056 ny oo Web-group {} HTTPS E,} TLSV1.3 oo Web-group @® Alow () @
EE Bridge Firewall : [] webtoapp 3054 29 web-group 29 app-group {3 HTTP-8080  [§ HTTP2 88 app-group ® Allow [ ok}
og
) IDS/IPS & Malware Prevention &8 web-group
@ TLS Inspection : () Blockall 3057 Any Any Any None 52 db-group Drop () )
28 app-group
23 web-group
Service Chain Management
> [] Default Layer.. (3) Applied: DFW Stateful @ Success C )
Cly E-W Network Introspection
(C REFRESH show: (] VPC objects ® 20f2

Cly N-S Network Introspection




VMWARE, EIN ALTER BEKANNTER

@ oo x %
€ >C 8

VMware® vSphere

admnistrator@vsphere local
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areresaranes
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VMWARE, EIN ALTER BEKANNTER

@ oon
€ > C @

+

h

VMware® |

VMware vCenter Server
Management

admnistrator @vsphere|

o
<
=
=
=
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VMWARE, EIN ALTER BEKANNTER

............

h

VMware vCe

nter Server

Management
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VMWARE, EIN ALTER BEKANNTER

Summary Monitor Configure

Issues and Alarms

(D ESXi Host Certificate Status

o
<
=
=
=
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VMWARE, EIN ALTER BEKANNTER

Summary Monitor Configure

Issues and Alarms

() EsxiHost Certificate Statu

Used: 454 TB

Capacily: 74 TB

| (@ STS Signing Certificates are about to Expire

Reset To Green l

Custom Attributes

| Auribuie Value

~

Tags

| Assigned Tag

Category

Description

©NTS



VMWARE, EIN ALTER BEKANNTER

Summary Monitor Configure

Issues and Alarms

- ]
@ ESXi Host Certificate Statu Liss s Sl
(@ STS Signing Certificates are about to Expire Ack led, Reset To Green
Custom Attributes ~ Tags ~
Auribute Value ‘ | Assigned Tag Category Description

Certificate Management

o
<
=
=
=

Machine SSL STS Signing Trusted Root

RENEW IMPORT AND REPLACE CERTIFICATE ' GENERATE CERTIFICATE SIGNING REQUEST (CSR)

Resource Type Y

vCenter: __ MACHINE_CERT

LAB-VCENTERO1.NTS.LOCAL

Informationsklasse: Public ©NTS



VMWARE, EIN ALTER BEKANNTER

A

Your connection is not private

Summary Monitg

Issues and Alg

- . . . . ~ [ —
@ ESXi Host Certifi Attackers might be trying to steal your information from lab-veenter01.nts.local (for - e
example, passwords, messages, or credit cards). Learn more about this warning e mmiodoe Recet 1o &
NET:ERR_CERT_AUTHORITY_INVALID
Description

This server could not prove that it is lab-vcenter01.nts.local; its security certificate is
not trusted by your computer's operating system. This may be caused by a

Certificate Mang

o
<
=
=
=

Machine SSL STS Sid

RENEW [ IMPORT AND § misconfiguration or an attacker intercepting your connection.

i

| | Resource

Proceed to lab-veenter01.nts.local (unsafe)

LAB-VCENTERO1.NTS.LOCAL

Informationsklasse: Public ©NTS



VMware Cloud Foundation 9.0

Modern Cloud Interface

Tenant
Management,
Content

Automation and Operations

Capacity,
Configuration,
Tenancy

Compute
(VMware vSphere)

Storage
(VMware vSAN)

Networking
(VMware NSX)

Service Catalog,
Orchestration,
Apps

SRE Ops, Fleet
and Security
Management,

DR and
Ransomware
Recovery

Advanced
Security

Private

OnPrem Public Cloud

Load
Balancing

VCF Advanced Services

Application
Services

Sovereign Cloud

Data
Services

Network
Observability

Business
Operations

Edge

Secure
Access

Telco

4

CONSUMER
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VCF INSTALLER

Congratulations! Your deployment completed successfully!

You can now follow the next steps recommendations described in the right panel

[ ¢} DOWNLOAD JSON SPEC ] [ REVIEW PASSWORDS

100% completed

() Deploy vCenter

() Deploy SDDC Manager

Q Configure the vSphere cluster

Q Deploy and configure NSX

Q Deploy and configure the fleet management appliance

Q Deploy and configure the operations appliance

() Deploy and configure the automation appliance

©NTS
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VMWARE CLOUD FOUNDATION ¢

VCF OPERATIONS

»Dreh- und Angelpunkt“ der gesamten VCF Plattform

ZLentrales Zertifikatsmanagement
Alle Komponenten (ESX, vCenter, NSX, etc.)
Automatisches Renewal
Microsoft CA Integration (Web Enroliment)

Zentrales Single-Sign-On (SSO)
Alle Komponenten auBer ESX
LDAPS oder Federation Uber SAML/OIDC (z.B. Entra ID, Okta)

Zentrales PW-Management fir lokale Admin-User
Automatische Rotierung mdglich
Keine abgelaufenen Passworter mehr

Vorgefertigte Dashboards, Reports, Statistiken und Alarme
»~Was sind meine ,,Heavy-Hitter"-VMs im Bezug auf Storage-IOPS2*
»Welcher Datastores und welche VMs haben problematische Storage-Latenzen?g”

©NTS
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LOCKED ACCOUNTS WERDEN ZU...
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VMware vCe

nter Server

Management

©NTS



o
<
=
=
=

Informationsklasse: Public

SET AND FORGET.

NTS Wien

v Overview

Account Status

VCF Components

@ 1 NSX Manager

9 ® 9 A 7 @ 1 vCenter
o ve S ® 15DDC Manager
@ 4ESX
Eilters « [ UPDATE PASSWORD ‘ REMEDIATE PASSWORD
VCE Component o | VCF Comp t T+ | IP/FGDN User Name Account Type Credential Type Status
O Es: O ESX esx13.vcf.nts.local root USER SSH @ Active
(] NSX Manager O ESX esx1l.vcf.nts.local root USER SSH @  Active
(] sSDDC Manager O ESX esx12.vcf.nts.local root USER SSH © Active
() vcenter O ESX esxl4.vcf.nts.local root USER SSH @ Active
Account Type N O NSX Manager nsx.vcf.nts.local audit SYSTEM AUDIT @ Active
Credential Type > O NSX Manager nsx.vcf.nts.local admin SYSTEM API ©  Active
Status > O NSX Manager nsx.vcf.nts.local root SYSTEM SSH @ Active
O SDDC Manager sddc.vcf.nts.local backup SYSTEM FTP @  Active
O vCenter vcenter.vcf.nts.local root USER SSH @ Active

©NTS



WARNUNGEN WERDEN ZU...

A

Your connection is not private

Summary Monitg

Issues and Alg

- . . . . ~ [ —
@ ESXi Host Certifi Attackers might be trying to steal your information from lab-veenter01.nts.local (for - e
example, passwords, messages, or credit cards). Learn more about this warning e mmiodoe Recet 1o &
NET:ERR_CERT_AUTHORITY_INVALID
Description

This server could not prove that it is lab-vcenter01.nts.local; its security certificate is
not trusted by your computer's operating system. This may be caused by a

Certificate Mang

o
<
=
=
=

Machine SSL STS Sid

RENEW [ IMPORT AND § misconfiguration or an attacker intercepting your connection.

i

| | Resource

Proceed to lab-veenter01.nts.local (unsafe)

LAB-VCENTERO1.NTS.LOCAL

Informationsklasse: Public ©NTS



SET AND FORGET.

NTS Wien @D Activate Auto-renewal  CONFIGURE CA  CERTIFICATE ALER

v Overview

Certificate Status Auto-Renewal Status © VCF Components
® 4ESX
17 @ 15Act 10 @ 10 Activated for Aut | 10 (s
it ve Certificates vated for Auto-renewa Lo @ 4NSX Manager
@ 1 SDDC Manager
VIEW DETAILS/RENEW MANUALLY

o
<
=
=
=

Filters « [ RENEW CERTIFICATE ‘ REPLACE WITH IMPORTED CERTIFICATE ‘ ] @D Show ESX Hosts
VCF Auto-r |
VCF Component > ‘ ‘ ‘Component T AEpiancelE/ACON ‘ SED ‘ Wiz EER szl‘l‘ucusermlm EEERy
Certificate Status > O » ‘ ESX esxil.vcf.nts.local © Active Microsoft CA Nov 8, 2027 Activated TLS Certificate
Auto-renewal Status > O » ‘ ESX esx12 vcf nts.local @ Active Microsoft CA Nov 8, 2027 Activated TLS Certificate
Type . . .
ye ’ O » ‘ ESX esxl13.vcf.nts.local @  Active Microsoft CA Nov 8, 2027 Activated TLS Certificate
Category > ) i .
O » ‘ ESX esx14 vcf.ntslocal ©@  Active Microsoft CA Nov 8, 2027 Activated TLS Certificate
Commeon Name >
O » ‘ NSX Manager nsx.vcf.nts.local ©@  Active Microsoft CA Nov 8, 2027 Activated TLS Certificate
O » ‘ NSX Manager nsx01l.vcf.nts.local @ Active Microsoft CA Nov 8, 2027 Activated TLS Certificate
O » ‘ NSX Manager nsx02.vcf.nts.local ©@  Active Microsoft CA Nov 8, 2027 Activated TLS Certificate
O » ‘ NSX Manager nsx03.vcf.nts.local ©@  Active Microsoft CA Nov 8, 2027 Activated TLS Certificate

Informationsklasse: Public ©NTS



4:49:14pm up 7@ days 11:82, 2668 worlds, 35

VMs, 285 vCPUs; CPU load average: ©.56, ©.57, 8.60

49736943

69787439

699115622

78544467

793815653

99929346
1844086250
119581764
119584757
138352699
130352788
138353513
130353608
145850661
174835822
1813681337
1928118563
216285504
2162685513
229648419
229648618

VMNAME
dell-ome@l
wess—-vFMC
lab-nsxm@i
pskerda_FortiMa
nstehno_ubuntu
hehal

wess-wsaz2
viesqla2
wess-winl@-stor
veeamonedl
mkarner—-panobez2
pwimmer—-dcl
pwimmer-dc2
jholzer-ubuntu-
jho_FTDHUBB2
mstaudt-lab
jho_FTDSPOKE®12
asmsel
dsteiner-demo-e
jho_PANB3
hdinnobl_cml2_2

VDEVNAME

NVDISK

PFRRPRRERRPRRPRPRERERNERERNRERRERERNNRER

-

CMDS/s
.19
34.33
113.85
@8.35
@.008
1.91
8.52
@.00
@.00
4.51
21.15
8.69
5.90
6.00
219.35
@.008
1.56
14.74
2.08
1.56
8.008

READS/s WRITES/s MBREAD/s MBWRTN/s

8.00
8.0e8
8.0e8
a.00
a.00
@8.00
8.17
@a.00
a.0e
a.0e
8.00
8.00
2.77
8.00
4.68
a.00
a.00
@8.00
2.08
@a.00
@8.00

2.19
34.33
113.85
8.35
.88
1.91
@8.35
@8.00
@8.00
4.51
21.15
8.69
3.12
8.00
214.66
.88
1.56
14.74
@8.80
1.56
@.080

8.00
8.08
8.08
8.8
8.8
.08
8.81
8.00
8.0
8.0
8.08
8.08
8.83
8.00
8.83
8.8
8.8
.08
8.81
8.00
8.008

8.87
8.22
8.85
8.88
8.88
8.81
8.88
8.808
8.088
8.83
8.26
8.82
8.11
8.088
56.27
8.88
8.83
4.12
8.088
8.81
8.0808

LAT/rd
8.000
8.000
8.000
8.000
8.000
6.000
1.893
@6.000
@6.000
@6.000
8.000
8.000
8.835
8.000
5.415
8.000
8.000
6.000
8.744
@6.000
6.000

LAT/wr
2.858
1.228
8.522
8.583
8.088
8.498
8.482
8.888
8.00808
B.438
1.158
1.31@
8.683
8.808
g.813
8.088
1.835
2.612
8.888
8.726
8.0008







VMware vSphere vSphere

Cloud Foundation Foundation Standard
vSphere Ent Plus vSphere Ent Plus vSphere Standard
(indudes VKS, vCenter) (indudes VKS, vCenter) (includes vCerter)
VvSAN (1TiB / core) VvSAN (250 GiB / core)
NSX Networking Aria Suite Standard

Aria Suite Enterprise

SDDC Manager
& TMC

Select Support and SRE vSphere
Enterprise Plus

Advanced Services Add-Ons

O
O
>
O
B

vSphere
Enterprise Plus
SAN! VCDR/RWR' SRM Ent renl (indudes vCenter)
v nterprise
vDefend

vDefend Firewal? Avi Load Balancer

Firewall with ATP2

Tanzu Intelligence Bilnami TAP/Spring

1 Add-on for VCF and vSphere Foundation only
2 Add-on for VCF only

Informationsklasse: Public ©NTS
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RED HAT OPENSHIFT VIRTUALIZATION

Red Hat has a long history with Virtualization

2020

CrpenShift Virtuakzation

2007 2012

Intraduction of K as a Red Hat jzins the levvaraging KVM and
robUST, OpEn-SOUrcs OpenStack Foundation, MU tes powernad Kubavirt Generally
hypendser in the Linu kermel also KvVM-based OpenShift 3.0 Aailable

O=@=@=@= 0=0=)

e ® @
2009 2012 2016

Ried Hat Wirtualization OpenShift 1.0 Reaches Lawsnch of KubeWirt to
(RHV) based on KM General Availabiity enable VM managemenit
on Kubernetes




RED HAT OPEN HYBRID CLOUD PLATFORM

DIFFERENT VERSIONS & FLAVOURS

& RedHat & RedHat
Application OpenShift < 8‘;::;; -
Self-Managed Foundations Developer Services OpenShift Cloud
Platforms l 1 l Services
il Advanced Management & Security aws ﬁ
Platform Plus
Multicluster Management | Cluster Security| Global Registry | Cluster Data Management \.,___,;7
Qe Integrated DevOps Services Spenshit Aaure Red
Container Platform Service on 5
Service Mesh | Serverless | Builds | Pipelines | GitOps [Tracing | Log Mar | Cost | Tools AWS OpenShift
RedHat Kubernetes & Cluster Services 3 =
gf;;ig‘:s Engine Install | Over-the-air updates | Networking | Ingress | Storage | Monitoring | Log forwarding | Registry | Authorization | Containers | VMs | Operators | Helm oo o =
e Linux (container host operating system) O e L Opershit || opershen
Enterprise Linux p g y Coreops Dedicated IBM Cloud

Physical Virtual Private cloud Public cloud Edge




OPENSHIFT VIRTUALIZATION

WAS STECKT DAHINTER?

. . . OpenShift Virtualization
— Installation Uber einen Operator P

— Installiert die benéfigten Funktionalitaten z.B. Openshift Console / CLI
— CRD: bendtigte Kubernetes API Erweiterungen ::

— KVM: erlaubt die HW Virtualisierung
— QEMU: steuert die virtualisierte HW F
— libvirt: APl Schnittstelle

— VMs laufen in Container, werden als Pod verwaltet

— Scheduling, Deployments und Verwaltung iber
Kubernetes (kubevirt)

— Integration mit Containerorchestrierung zB : :
— Container Networking Interface (CNI) O e el
— Container Storage Interface (CSl) RHEL CoreOS Host




OPENSHIFT VIRTUALIZATION

Self-managed OpenShift editions

& RedHat & RedHat & RedHat RedHat
OpenShift OpenShift OpenShift OpensShift
Virtualization Engine Kubernetes Engine Container Platform Platform Plus
Virtual machine workloads
Migrate, manage, and deploy virtual machines ‘/ ‘/ ‘/ ‘/
Enterprise Kubernetes for container applications v/ v .
Build, deploy, and run containerized applications
Comprehensive application platform v v
Full set of operations and developer services and tools
Management and security at scale v
Complete platform for accelerating app development and app moder
&, Red Hat tian et .
p it SO SUbskription ist inkludiert v v v
. OpenShift Virtualization OpenShift Kubernetes OpenShift Container OpenShift Container
SLA/ Edition Engine Engine Platform Platform Plus
Premium 2.640€ MSRP / 1Y 11.616€ MSRP / 1Y 34.848€ MSRP / 1Y 43.560€ MSRP / 1Y
Standard 1.760€ MSRP / 1Y 7.667€ MSRP /1Y 23.232€ MSRP /1Y 29.185€ MSRP / 1Y
NTS Managed Service
(Red Hat CCSP)




OPENSHIFT VIRTUALIZATION

Utilizing OpenShift Virtualization to consolidate OpenShift clusters

Control Planes Worker Nodes
(hosted in OCP) (hosted in VMs on OCP)

Increase utilization of
infrastructure

Reduce dependency on legacy
virtualization

z 7 Physical hardware



VIRTUALIZATION OVERVIEW

e —— Project: All Projects

Overview 7

VirtualMachines
Catalog
Last 4 days' trend

VirtualMachines 7 VMs

Bootable volumes

Templates

Ins
Today

Alerts (0)
Cluster

Netwerking VirtualMachine statuses

0 z6
Observe
Running

Compute
Additional statuses 6

18

vCPU usage
Last 4 days' trend

18 vCPU

3Dec  Today

o] ®0

Stopped Paused

6.6

Memory (GiB)
Last 4 days' trend

672 GiB

3Dec Today

VirtualMachines per resource

W1 windows2k22- server-medium

B2 yindows2k22-server-sysprep

50.86

Storage (GiB)
Last 4 days’ trend

50.86 GiB

3Dec  Today

View all Show virtualization health alerts ~

Show VirtualMachine per Templates ~

1 debiani3-server-tiny




VM CATALOGUE

RedHat
OpenShift

s Project: All Projects +

o Select volume to boot from ®

[

Catalog Volumes project

PR All projects ~ Y Filter v Search by name.

Volume name Architec..

2 Select InstanceType

Red Hat provided

User provided

& &
Network Overcommitted

Nseries v O series v

b

Namespace

openshift-virtualization-os-images
openshift-virtualization-os-images

openshift-virtualization-os-images

openshift-virtualization-os-images

openshift-virtualization-os-images

o
Memory Intensive

Mseries v

Operating system 1

Debian
Debian

Red Hat Enterprise Linux 9
(amd64)

Ubuntu

Microsoft Windows Server 2022
(virtio)

®

Realtime

RT series v

Storage class

ontap-nas
ontap-san

ontap-snapclass

ontap-nas

ontap-san

e

Compute Exclusive Ge

CXseries v

Description

(2] bwaldecker

Add volume

Show all

nano: 1CPUs, 512 MiB Memory
micro: 1CPUs, 1 GiB Memory
small: 1CPUs, 2 Gi Memory
medium: 1 CPUs, 4 GiB Memory
2xmedium: 2 CPUs, 4 GiB Memory
large: 2 CPUs, 8 GiB Memory
Xarge: 4 CPUs, 16 GiB Memory
2xlarge: 8 CPUs, 32 GiB Memory
4xlarge: 16 CPUs, 64 GiB Memory

8xlarge: 32 CPUs, 128 GIB Memory

Useries v




RedHat
OpenShift

Virtualization

Over
Catalog
VirtualMachines
volumes
emplates
InstanceTypes

Migrationl

Networking
Storage

Observe

GITOPS

Project: default «
Catalog
Customize and create VirtualMachine

Overview  YAML eduling  Environment  Networkinterfaces  Disks  Seripts

Reload Cancel

Start this VirtualMachine after creation (RerunOnFailure)

Metadata

(2]

m

bwaldecker ~

@ Shortcuts

& Download




OPENSHIFT VIRTUALIZATION
MIGRATION FOR VIRTUALIZATION TOOLKIT

RedHat ] bwaldecker ¥

OpenShift

02 Administrator Project: openshift-mtv v
Providers > Provider details
P fdh-vmware = Ressy Createmigrationplan ~ Actions  ~

Favorites

Eeoesten] Detals ~ YAML  Credentials  Virtualmachines  ESXihosts

Workloads

Virtual machines

Virtualization
Y VMname ~ Q Filter A nar M e 1-100f28 ~

n for Vi alization
Concerns
Storage migrations
Sienvied ™ asaverwein
Providers

Migration ™ aspachnle

Network m

M atomaselli
Stor;

Networking ™ bschlueter
torage
M cfrenka 2VMs

Builds

Oisatie ™l 7vMs

\pute

2 7WMs
User Management
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WHAT ELSE?
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WAS IST PROXMOX EIGENTLICH?
— Open-source server management platform

Basierend auf Debian GNU/Linux OS

QEMU/KVM Based virtualization

Integrated Web Based User Interface

Kann VMs and Linux containers (LXC) verwalten

Proxmox Server Solutions GmbH gegriundet in 2005 in Wien

Proxmox First release 2008 — aktuell PVE 9.1




X
O
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o

OVERVIEW
User Tools
Services
pveproxy pvedaemon pvestatd pve-ha-irm

App | App App | App

Guest OS

KM Linux Kernel

pve-cluster




ZENTRALES MANAGEMENT - KEY FEATURES

— Unigue Multi-Master Design (No vCenter / Master node)

— High Available Cluster (HA)

— Windows & Linux VMs, LXC Container auf einer Platform

— Security (MFA, RBAC)

— GUI, CLI & Rest API

— Linux networking stack (Linux VLAN, Bonds, Bridges, OVS)

— Software Defined Networking (VNET & Zones, VXLAN)

— Shared Storage: NFS, CIFS, iSCSI & FC (SAN), LVM (Thick), CEPH (HCI)
— Local Storage: DIR, LVM Thin, ZFS (Replication)

— Live/Online Migration (VMs & Storage)
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— Integrated Backup & Restore (vzdump) or via Proxmox Backup Server
— VM Templates & Clones

— Migration wizard from Vmware ESXi to Proxmox

— Cisco, Dell & Netapp Support with best practice guide

— 3rd Party Backup vendor Support (Veeam, Commvault)




XFROXMU)(Vinual Environment 9.0.11

Server View &

B8 Datacenter (POSCH-MOX-CL)
BB LAB-GRZ-PXMOX01
@ 110 (inux-container)
3 100 (Veeam-Backup)
101 (veeam-worker)
G 102 (Linux-viy
G} 105 (netbox)
3 111 (PROXMOX-BACKUP-SRY)
B 113 (Win-VM-SAN-snaptest)
£ localnetwork (LAB-GRZ-PXMOX01)
&3 LABGRZ-ESX-13 (LAB-GRZPXMOX01
S [ nFs-Storage (LAB-GRZ-PXMOX01)
£[]PBS (LAB-GRZ-PXMOX01)
S0 POSCH-LUND1 (LAB-GRZ-PXMOX01)
[ POSCH-LUNDZ (LAB-GRZ-PXMOX01)
S POSCH-MOX-LUND1 (LAB-GRZ-PXMC
[ local (LAB-GRZ-PXMOX01)
Z (] local-vm (LAB-GRZ-PXMOX01)
B LAB-GRZ-PXMOX02
103 (veeam-worker2)

G 104 (PDM)
G} 106 (nautobot)
B 107 (Win-VM)

(
(
(

3 108 (VesamHardendLinux)
109 (Commvault-Backup)
G} 112 (Ghostwritertest)
114 (Win-VM-Clone)
localnetwork (LAB-GRZ-PXMOX02)
& LABGRZ-ESX-13 (LAB-GRZ-PXMOX02
Z[INFs-Storage (LAB-GRZ-PXMOX02)
S[]P8S (LAB-GRZ-PXMOX02)
£ []POSCH-LUND1 {(LAB-GRZ-PXMOX02)
£ [] POSCH-LUND2 (LAB-GRZ-PXMOX02)
£ POSCH-MOX-LUND1 (LAB-GRZ-PXMC
1] local (LAB-GRZ-PXMOX02)
£ [ local-vm (LAB-GRZ-PXMOX02)
[ LAB-GRZ-PXMOX03-witness
localnetwark (LAB-GRZ-PXMOX03-witr
& LABGRZ-ESX-13 (LAB-GRZ-PXMOX03
£ [Jiocal (LAB-GRZ-PXMOX03-witness)
£ []local-vm (LAB-GRZ-PXMOX03-witnes.

Cluster log
Start Time | End Time
Nov 24 08:35:07 Nov 24 08:35.08
Nov 24 08:01:24 Nov 24 08:01:25
Nov 24 07:57:24 Nov 24075727
Nov 24 07:34:46 Nov 24 07:34:47

Datacenter

Q Search
& summary
O Notes

£ Cluster

@ Ceph

& Options

= Sstorage

B Backup
13 Replication
o Parmissions

& Users

& APl Tokens

&, Tuo Factor

& Groups
® Pools
# Foles

@ Realms
- HA
«& SDN

Zones

% VNets
& Options
FIPAM

0 VNet Firewall

A Fabrics
# ACME

U Firewall

Ll Metric Server

© Resource Mappings

W Directory Mappings

Node
LAB-GRZ-
LAB-GRZ-.
LAB-GRZ-.
LAB-GRZ-

User name
root@pam
root@pam
root@pam

root@pam

Health

Status

Cluster: POSCH-MOX-CL, Quorate: Yes

Resources

cPU Memory

10% 1%

of 84 CPU(s) 57.76 GiB of 518.60 GiB
Subscriptions
No Subscription
YYou have at least one node without subscription.
riptian
VM 107 - Start
VM 100 - Start
VM 113 - Start
VM 107 - Start

Nodes
+ Online 3
» Offline 0
Storage

9%

879,60 GiB of 9.84 Tig.

Guests
Virtual Machines
© Running
Stopped
Nodes
Name

LAB-GRZ-PXMOX01
LAB-GRZ-PXMOX02
LAB-GRZ-PXMOX03-witness.

Online

Support

& Documentation

© Running
Stopped

er Address
172.2084.131
172.2084.132
172.20.80.209

D Create VM | @ Crea

LXC Container

CPU usage Memory usage

14%

Status
OK.
oK.
0K
OK.

© Help

Uptime
60 days 22

39 days 19.
39 days 20.

v v vy
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NETWORKING EXAMPLE

( ) MLAG

enol eno2

bond0

tapl00i0

ensl8

Node: proxmox1

enol eno2

bond0

tapl100i0

ensl8

Node: proxmox2




SUPPORTED SHARED STORAGE TYPES

Content Type NFS SMB/CIFS FC iSCSI NVMe-oF
Backups Yes Yes No® No? Nol

é VM Disks Yes Yes Yes? Yes? Yes?

E CT Volumes Yes Yes Yes? Yes? Yes?

>< ISO Images Yes Yes No® No? Nol

O

oz CT Templates ~ Yes Yes No® No? Nol

A.
Snippets Yes Yes No® No? Nol

Notes:

1 - Requires cluster filesystem to create the shared folder and use Directory storage type.
2 - use LVM storage type.




STORAGE - VM DISK FORMAT (KVM VS VMWARE)

Add: Hard Disk (<)

Disk Bandwidth

Bus/Device SCsl 0 Cache Default (Mo cache)
SC3l Controller:  WirtlD 3CSI single Discard: ]
Storage: MNFS-Storage O thread:

Disk zize (GiE) 32

X
O
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Format: QEMU image format (qt
Haw disk image (raw)

550 emulation: QEMU image format Backup:

Read-only (qeow2) Skip replication: [
Viware image format Agync 10 Default {io_uring)
(vmdk)

9 Help Advanced




VMWARE -> PROXMOX IMPORT TOOL

X PRO MO X Vitua Environment 9.0.11 5

Server View bd Storage 'LABGRZ-ESX-13' on node 'LAB-GRZ-PXMOX01'
£ Datacentar (POSCH-MOX-CL)
e LAB-GRZ-PXMOX01
&> 110 (linux-container) o Permissions Nz
S} 100 (Veeam-Backup)
101 (veeam-worker)
S 102 (Linux-vM)

L Virtual Guests & Import

ha-datacenter/LAB2_DS_01/acisim-8.1-dh/acisim-6.1-4h.vmx
ha-datacenter/LAB2_DS_01/C9800-CL-1/C9800-CL-1.vmix

m 105 {netbox) ha-datacenter/LAB2_DS_01/cm001/cm001.vmx
Gl 111 (PROXMOX-BACKUP-SRV) ha-datacenter/LAB2_DS_01/ct-nts-naas-1/ct-nts-naas-1.vmx
113 (Win-VM-SAN-snaptest) ha-datacenter/LAB2_DS_01/cuc01/cucO1.vmx
( Si S

localnatwork (LAB-GRZ-PXMOX01) ha-datacenter/LAB2_DS_01/dslyk_ND_1/dslyk_ND.vmx
&3 LABGRZ-ESX-13 (LAB-GRZPXMOX
=[] NFs-Storage (LAB-GRZ-PXMOX01)
£[]PBS (LAB-GRZ-PXMOX01)

=[] POSCH-LUNOT (LAB-GRZ-PXMOX(
=[] POSCH-LUNOZ (LAB-GRZ-PXMOX(

ha-datacenter/LAB2_DS_01/dslyk_vm1/dslyk_vm1.vmx
ha-datacenter/LAB2_DS_01/eihnat-infolx-nts-reporting/einnat-infblx-nts-reparting.vmx
ha-datacenter/LAB2_DS_01/eihnat-infoblox-dhep2_v9/einnat-infoblox-dhop2_va.vmx
ha-datacentar/LAB2_DS_01/es_SW-TESTCLO1/es_SW-TESTCLO1.vmx

% POSCH-MOX-LUND1 (LAB-GRZ-PX ha-datacenter/LAB2_DS_01/es_WIN10-USB-03/es_WIN10-USB-03.vmx
= [ local (LAB-GRZ-PXMOX01) ha-datacenter/LAB2_DS_01/es_WIN10-USB-11/es_WIN10-USB-11.vmx
§|:| local-lvm [LAB-GRZ-PXMOX01) ha-datacenter/LAB2_DS_01/expedition-glfexpedition-gl.vmx
% LAB-GRZ-PXMOX02 ha-datacenter/LAB2_DS_01/fhoelbling-2PA-VM-ESX-10.2.5.vm_evalfhoelbling-2PA-VM-ESX-10.2.5 vm_eval vmx
103 (veeam-worker2) ha-datacenter/LAB2_DS_01/ihoelbling-FortiManager-VM64-2/fhoelbling-FortiManager-VME4-2.vmx
G 104 (POM)

ha-datacenter/LAB2_DS_01/FortiManager-VMB4/FortiManager-VMB4. vmx
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3 106 (nautobet)

L 107 (Win-yM)

L} 108 (VeeamHardendLinux)
109 (Commvault-Backup)

m 112 {Ghostwritertest) ha-datacenter/LAB2_DS_01/lab-nessus03-cl8/lab-nessus03-ol8 vmx

ha-datacenter/LAB2_DS_01/GNS3_lkhraisat/GNS3_lkhraisat.vmx
ha-datacenter/LAB2_DS_01/hg-vcube2/hg-vcube2.vmx
ha-datacenter/LAB2_DS_01/ISE-PODO7/ISE-PODOT vmx

114 (Win-vM-Clone) ha-datacenter/LAB2_DS_01/lab-nessusm01/lab-nessusm0O 1. vmix

localnetwork (LAB-GRZ-PXMOX02) ha-datacenter/LAB2_DS_01/Mint-22.01/Mint-22.01 vmx

& LABGRZESX-13 (LAB-GRZ-PXMOX ha-datacenter/LAB2_DS_01/Neue virtuelle Maschine_2/Neus virtuelle Maschine vmx

=[] NFS-Siorage (LAB-GRZ-PXMOX02)
=[]PBS (LAB-GRZ-PXMOX02)

=[] POSCH-LUNOT (LAB-GRZ-PXMOX(
=[] POSCH-LUNOZ {LAB-GRZ-PXMOXC

ha-datacenter/LAB2_DS_01/New Virtual Machine_13/New Virtual Machine.vmx
ha-datacenter/LAB2_DS_01/PC_Imagicle01/PC_Imagicle01.vmx
ha-datacenter/LAB2_DS_01/PSmith_disk_test 1/PSmith_disk_test vimx

[

T FIES .oz 4.




METRODESIGN EXAMPLE WITH PROXMOX
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PROXMOX DATACENTER MANAGER 1.0

K PROXMOX  Datacenter Manager 1.0.0

@ Dashboard

EH Remotes

v

0 LAB-GREPXMOX

0 LAB-GRZPXMOK

D LAB-GRZ-PHMOX

Guast Migrations.

Ceph elated Tasks

HA related Tasks

[0 LAB-GRZPXMOX -
0 LAB-GRZPXMOX -

D LAB-GRZPHMOX -

) LAB-GRZPXMOX -

D LAB-GRZ-PHMOX -

0 LAB-GRZ-PXMOX -

0 LAB-GRZ-PXMOX -

Container related Tasks

£ Lastrefresh: 202512-04 16:11:56

s~ [ Virtual Environment Nodes

Could veach ol remotes

L2 Guests With the Highest CPU Usage

Veeam-Backup (100}

VeeamHardendLinux (108)

WAnAM-SAN-smaptest (113)

Ghostwitertest (112)

WioM (107)

PROXMOX-BACKUP-SRV (111)

Commvaul-Backup (109

Linoc ¥ (102)

POM(102)

natobot (106)

= Task Summary by Category (Last 48h)

Vit Machine related Tasks

Deployed as virfual machine
Monitor & Manage multipe Proxmox Cluster (vcenter like)
Monitor Top Consumer & Nodes Consumption

Migrate between Proxmox datacenters

» rumning

swopped

v cw

3 nodes onfine

3 Virtual Machines

[JJ Backup Server Nodes & Linux Centainer

0a » running 1a

sa stapped oa

wa v au 1a
0 nodes online

A Nodes With the Highest CPU Usage
W LAB-GRZ-PXMOK - LAB GRZ-PMOXD2 JE 1 B e § 3 ) |

B Laacazonu0x - Lag-GRz-posImn - I
B UbcRz o0k - LsczPvoxswress ¢ (I

Task Summary Sorted by Failed Tasks (Last 48h)

v s LA8- GRE-PXMOX

*

Backup Server Datastores 4 Remote Subscription Status Datails

v Ontine 0a

# ncerMamenance 0 Q . .

| No valid subscription

b Highuutage oa At |Nsrnmlwmnlulnrs ot have a valid

SubSCIion. PIEase Vil wim pIXTO Com1a

Unknown o et alistof available opons.

s o

B Nodes With the Highest Memory Usage
B LAB-GRZPXMOX - LAS-GRZPXMOX0Z R v s | |
W UAB-GRZPXMOX - LAB-GRZ-POMOXIwivness 2
W LAB-GRZ-PKMOX - LAB-GRZ-PXMOXO] » I

« SDN Zones

o5 an v [ sa
@ oo oq
< pending oa
= Al 1a




FEATURE MATRIX (VMWARE VS PROXMOX)

I T S NN

Clustering Yes Yes
>< HA & Failover Yes (vSphere HA) Yes (HA Manager)
O DRS / Resource Scheduling Yes No Native DRS / via ProxLB
E Online vMotion Yes Yes
é Online Storage vMotion Yes Yes
Yes (PVE 9 adds SAN/LVM
E I[P e support per volume chain)
Container Support Yes (Tanzu/VKS) Yes (but only LXC)
Backup Integration Broad Partner Ecosystem Fewer, but growing

Free (optional support
Licensing Subscritpion based licensing — tested Enterprise
Repos)
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PREMIUM

All you'll ever need

€ 1 0 6 Ofyear & CPU socket

Access to Enterprise
repository

Complete feature-set
Support via Customer Portal
Unlimited support tickets

Response time: 2 hours*
within a business day

Remote support (via SSH)

Offline subscription key
activation

SUPPORT SUBSCRIPTION PREISE

@®
STANDARD

Most popular

€ 5 30."year & CPU socket

Buy now

Access to Enterprise
repository

Complete feature-set
Support via Customer Portal
10 support tickets/year

Response time: 4 hours*
within a business day

Remote support (via SSH)

Offline subscription key
activation

10
BASIC

For growing businesses

€ 3 5 sfyear & CPU socket

Access to Enterprise
repository

Complete feature-set
Support via Customer Portal
3 support tickets/year

Response time: 1 business
day

ege
aY

COMMUNITY

Starting out

€ 1 1 5/year & CPU socket

Access to Enterprise
repository

Complete feature-set

Community support
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FAZIT (PRO/CONS)

Pros:

— Open Source & Free (Additional Support Subscriptions)

Intuitive Web GUI - Leichte Verwaltung KVM

Enterprise Features (HA, Live Migration, Backup, Shared Storage,etc)
No Vendor Lock - digitale Souveranitat

Aktive Community & gute Dokumentation

N\
N

Cons:

Seitens Hersteller aktuell nur 5x8 Support EMEA (NTS Best effort)

Linux Know How notwendig

Ecosystem: Achtung bei SAP & VDI Support (check apps for KVM support before migration)
Keine vergleichbaren On-Top-L&sungen (z.B. NSX Mikrosegmentierung)

Weniger geeignet fir kritische Umgebungen mit 24x7 Support-Bedarf

Ideal fur:

- KMUs

— ROBO - AuBBenstellen
— LABs (Dev/Test)



NTS

ANYTHING ELSE?
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FAZIT (PRO/CONS) ] M'”O”ﬁ
um Hyper-V

Pros:

Inkludiert in jeder Windows Server Edition (Standard/Datacenter)

Ideal fUr sehr starke Windowslastige Server Umgebungen

Azure Hybrid Umgebungen

Schon lange am Markt & bekannt bei Admins

Cons:

— Enterprise Features fehlen (DRS, SDN, usw.)

— Ohne SCVMM ist verteilt aufwandiger

— Linux VM Kompatibilitdt schwécher als ESX/KVM
Skalierbarkeit & Performance bei gréBeren Umgebungen

Weiterentwicklung eher gering > Azure

Ideal fir:

— Windows Umgebungen
— KMUs

— ROBO - AuBenstellen



FAZIT (PRO/CONS) NUTANI

Pros:

Sehr ausgereifte HCI-Losung inkl. Enterprise Support
Prism: einfache Bedienung & schnelle Bereitstellung
Acropolis Hypervisor kostenlos dabei (AHV)

Hohe Performance & Automatisierung

Perfekte Alternative zu Vmware vSAN

Cons:

— Dedizierte Nutanix Platform (validated Nodes — Vendor Lock)
— Teuer in der Anschaffung

— Okosystem nicht so groB wie bei Vmware (wachsend)

a
Z
<{
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-
Z

Ideal fur:
— Mittlere und groBBe Unternehmen
— HCI Lésung favorisiert




FAZIT (PRO/CONS)

XEN / XCP-ng

+ Opensource & 24/7 Support

+ Xen Orchestra — sehr gutes Management
— Kleinere Community als Proxmox

— Wenig Integrationen

VIRTOZZO (OPENSTACK/KVM) S
-

+ stark Service Provider orientiert
+ HCl integriert

— noch relativ unbekannt

— Weniger Integrationen

Virtuozzo
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NTS

MIGRATION
ABER WIE?




NTS

NETAPP - SHIFT




NETAPP SHIFT TOOLKIT

Summarizing Conversion Options
True VM mobility with orchestration for migrating VMs between hypervisors

~AKVM Microsot
oH — @ -= Hyper-V

ORACLE’ !
LINUX VM @

o i Shift Toolkit
Virtualization
X PROXMOX . S

Note: VMs to be migrated / converted must leverage NetApp NAS storage
Note: Shift Toolkit supports Hyper-V E-2-E migration
Note: Shift Toolkit supports virtual disk (QCOW2) conversion for KVM

vmware

by Broadcom

Informaftionsklasse: Public D NTS



NETAPP SHIFT TOOLKIT

On-Premises

Connection to Alternate Hypervisor
alternate

hypervisor [ —— ]

VMware host

Connection to

&
1 Connection to
| o=
| - |

storage
vSphere Environment |
(@D [ Flexibl CHED CED
S Se’ln  VMDK _ conversion o DX, PV, or Virtual Disk “es’p ‘s’ P
/P S P = withNetapp — —— = ) e P
v.d. A FlexClone v.’.v.d.
| I
I NFS I I I I | l NFS / SMB I
——————————— »> M NetAppEEE B I I e

NetApp Flash
Copy Less Migration

50X Faster Conversions




NTS

WIE KANN NTS UNTERSTUTZEN?




SUPER PARTNER SUPER SERVICES

vimware ‘ DESIGN &
oyBroadcom  Red Hat IMPLEMENTATION
N
) < G

um Hyper-V

PROXMOX




SUPER PARTNER SUPER SERVICES

vmware

by Broadcom

NTS SUPPORT




SUPER PARTNER SUPER SERVICES

vmware 4
by Broadcom Red Hat

MANAGED
SERVICE




SUPER PARTNER SUPER SERVICES

vmware 4
by Broadcom Red Hat

AS A SERVICE




SUPER PARTNER SUPER SERVICES

Wa re@ IMPIEEEI?/:ENNI':TION
by Broadcom Red Hat
)v( - NTS SUPPORT
AN oo Hyper-V MANAGED
PROXMOX SERVICE

AS A SERVICE




NTS STRATEGIE

1-2-3

1. Optimieren - VMware by Broadcom
2. Transformieren - Red Hat OpenShift

3. Migrieren - Alternativen - Proxmox
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