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THE EMAIL TRUST PROBLEM
— SMITP created without build-in security

— attackers send fake emails to you and others from
trusted domains

— brand damage, data loss, trust erosion

— traditional sender verification is no longer enough
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VERIFICATION BASICS

Sender Policy Framework — PATH BASED
defines which hosts are allowed to send mails for my domain

DomainKeys Identified Mail - SIGNATURE BASED
— sign outgoing messages with private key
— publish corresponding public key in DNS for recipient to verify
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SPF and DKIM work independently
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INTRODUCING DMARC

— Domain based Message Authentication, Reporting and
Conformance

— Uses SPF and DKIM results

— Adds policy how recipients should handle failed messages
— Adds reporting: feedback sent to the domain owner

— ties authentication to the visible ,,From* domain

DMARC

SPF DKIM




HOW DOES DMARC WORK

O —  Email received
: -]
APP N
SEND —  SPF & DKIM check
< MAIL
E % — Domain alignment check
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(7s) = PASSED % —  Apply DMARC policy
i gl > NBOX (none | quarantine |reject)
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DEMO



WHAT DOES DMARC DO FOR ME
— Visibility

— Control

— Deliverability

— Brand Protection & Trust
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Prisma Browser
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This is Why Prisma Browser is Unique

o Chromium-based
o Native UX Internet
» No admin privileges required T A ' SaaS
» Unified visibility, single policy L
Cloud
AuRlaneon Prisma Browser Data Center
HE N
i0OS

2030 enterprise browsers will be the core platform for delivering workforce productivity and security
BY software on managed and unmanaged devices for a seamless hybrid work experience.
Gartner
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other Use-Cases
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and Contractors

Previously Unimagined
Use Cases on Any Device

« Support Undecryptable Traffic
(e.g., QUIC, Microsoft 365 SLA, and more)

M&As

. Call Centers

- Frontline and Field Workers

» Lower Cost of Shipping
Laptops

« Reduce VDI

Workforce Agility
Device Freedom
Enable Mobile

« Last-Mile Data Protection
Enable GenAl
e Business Continuity Plan

e Secure Privileged Users
» Insider Threats and Browser Hunting
« Forensics and Compliance

» Access to Non-Managed Accounts
(e.g., Virtual Deal Room, Financial Services)
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Prisma® Browser Unigue Capabilities

Accounts

All Accounts v #

A L L user actio ns a n d 'ast_m i Ie. 18 items - Sorted by Credit Card - Filtered by All accounts « Updated an hour ago

Q Search this list

Account Name v Account Site v Billing State/Pro...  Phone ~v CreditCard T
1 ACME Sensitive (972) 456-8845
. H 2 GenePoint CA 650) 867-3450 A 5602
e Unauthorized login ‘ :
3 Edge Communications ™ (512) 757-6000 A 1112
i (] | —
o File upload/download a ] Michelle Nelson New York 03222394951 9308
5 Bertha Miller New York 05943823904 A 0728
e Copy/Paste 6 University of Arizona Az (520) 773-9050 S 7508
7 ] United Oil & Gas, Singapore Singapore (650) 450-8810 A 6160

e Text typing

e Text masking 4 J H'/ﬂq &’{ ﬁq—l " _-_EEE e i

e Printing , . .

Customer - Direct 716) 285-3685 Weew jgreenterg com
e Screenshotting/Sharing

Details Related

e Camera/Microphone

Account Owner

Screen sharing is blocked S John Gipenberg
o Watermarks dages ochad o remn by o compay <o sty ke Account ame

John Greenberg

Parent Account

Account Number
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Prisma® Browser Unique Capabilities

Control file and
clipboard movement

acCross apps. =\

For example:

e Allow transfer between
sanctioned apps.

e Encrypt/block transfer from
sanctioned to private accounts l
or portable devices.

Encrypted

[CORPORATE]

&
[PERSONAL]

@-

Unencrypted

i
!
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Demo!
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RELAX,
NTS EWTINT:
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