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THE EMAIL TRUST PROBLEM

− SMTP created without build-in security

− attackers send fake emails to you and others from 

trusted domains

− brand damage, data loss, trust erosion

− traditional sender verification is no longer enough



N
TS

 D
M

A
R

C
VERIFICATION BASICS

Sender Policy Framework – PATH BASED

defines which hosts are allowed to send mails for my domain

DomainKeys Identified Mail – SIGNATURE BASED

− sign outgoing messages with private key

− publish corresponding public key in DNS for recipient to verify

SPF and DKIM work independently
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INTRODUCING DMARC

− Domain based Message Authentication, Reporting and 

Conformance

− Uses SPF and DKIM results

− Adds policy how recipients should handle failed messages

− Adds reporting: feedback sent to the domain owner

− ties authentication to the visible „From“ domain

DKIMSPF

SMTP

DMARC
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HOW DOES DMARC WORK

− Email received

− SPF & DKIM check

− Domain alignment check

− Apply DMARC policy

     (none |quarantine |reject)

− Send aggregate report to 

domain owner
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WHAT DOES DMARC DO FOR ME

− Visibility

− Control

− Deliverability

− Brand Protection & Trust
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