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Model Size (Trillions of Parameters)

“The accelerating adoption of Artificial
Intelligence (Al) is a once-in-a-generation
technology shift that is impacting almost
every area of business and daily life.”

EXPONENTIAL Al MODEL GROWTH

100
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Key Data Center Trends

As data centers become power-limited, the demand for compute grows

N

Time to 100 Million Users
2 13 26 39 42 49
100M
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Number of Months to Reach 100M Users

Massive Al Models Drive New Use Cases
LLMs and GenAl Driving an Inflection Point
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The Time taken for data movement begins 1o

dominate the fime taken for arithmetic,
precluding further scaling of training runs with
present fechnology.

Data movement bottlenecks constrain Al scaling Z EPOCHAI

Traning compute (FLOP)

—Latency wat

tozsten

Puication Year

Data Preparation Model Training Optimization

Inference / Deployment

&8 || %
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Al platforms are designed by

. . Data preparation includes Train the 9 model
clustering purpose-built servers e wardrdicsion fernacat e
specifically tailored to handle gt Wit abeid dutpsets Ieoming reen o soem

the training of workloads that

involve  processing massive
mounts of data.

The trained model is deplayed to
perform its job in a process
known as Inference or
Predictions

Generates cutput based on new,
unseen dats to solve 3 domain-
specific problem

.
Gomini Untra

Z EPOCHAI

Large-scale models by domain and publication date
Training compute (FLOP) ®language @ Mumimodal @ Speech @ Gamas. Drawing @ Bloiogy @ Vision
The Al bandwidth
challenge
g Al cluster
== === = o
Server
platform
0
AlphaGo Zero GPT-3
. .
I N Lo
20m 20 2 200 22
. Publication date
. https://epoch.ai

A minimum bandwidth of 800G per
connectivity, is in today's landscape a
must to provide to Al platforms with data
at  a rate that matches their
consumption capabiliies for achieving
optimal performance.

~

Iraining runs rarely exceed é months,
because both the HW and SW used for
a fraining run, risks becoming obsolete
at timescales longer than this.

Training length of notable models
Triring engin (smv) [E—



https://epoch.ai/data/notable-ai-models
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-9] Moore’s Law is Dead

1985

Exponential Transistor Density Growth

1990 1995 2000 2005 2010 2015

2020

CPU

Optimized for serial tasks

Optimized for parallel tasks

Strengths Weaknesses

Very fast clock speeds Relatively low memory
bandwidth

Very large main memory Low performance/watt

Small number of threads canrun - Cache misses very costly
very quickly

Latency optimized via large
caches

Strengths Weaknesses

Significantly more compute Lo
resources

w per-thread performance
Latency-tolerant via parallelism Relatively low memory capacity
High performance/watt

High bandwidth main memary

High throughput




Acceleration Takes a Full Stack H100 Supercharges Al
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Lower is better 4K Al

APPLICATION 4 NIDIA HI00 vs A100
- FPB 4,000 TFLOPS &
ACCELERATION LIBRARY 'g 3 1 FP16 2000 TFLOPS £
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DPU GPU CPU Time-to-Train by LLM Size
(Billion parameters)

‘LLM = Large Language Model

“FLOP" = Floating Point Operations Per Second
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PATH FORWARD

COMPUTING IS THE

unith Simbolo | Valore numerico Scala corta (USA, UK moderno) | Scala lunga (ttali, Europa)
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. In modern data center, maintaining high performance and low latency is crucial, especially with the rise of
Al and machine learning applications that demand significant computational power and efficient data
transfer.

Z

. One critical aspect of achieving these goals is effective flow control within the network, particularly in
RoCEv2 (RDMA over Converged Ethernet) deployments.
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Modern Data Centers Leaf-Spine Design
Modern data center environments are becoming much more dependent on east-west traffic Modern data centers have transitioned to a leaf-spine design
= Data center transformation is driven by new =In the past few years, many data centers have transitioned to a leaf-spine design
;retnds: cloud computing, virtualization, big = Leaf-spine architecture is a multilayer, full-mesh topology composed of a leaf layer and a
ata spine layer
= Traffic patterns have changed to east-west = Leaf-spine design advantages:

communication:
= More data moves between servers and
storage nodes

* Provides predictable and deterministic latency
= Improves scalability

= Improves redundancy

= Increases bandwidth

= Offers congestion avoidance

=Modern data center design requirements:
= Increased server-to-server communication
= Scalability
= Resiliency

Traffic Flow:
East-West

Typical 8-Way GPU Node Connections
Using Cisco UCS C885A M8 based on NVIDIA HGX architecture

Network connecting host to
the world

+ Used to manage host
Optionally can be used for

iy
| Storage Network
=

Network interconnect GPUs
Only contains GPU to GPU
communication

Transports RoCEv2 -lossless
Non-blocking

Coll I I WRITE First
I municatio I ROMA_WRITE Middie
ROMA_WRITE Middle
WRITE Last
| [
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Nexus 9300 Fixed Series for 400G & 800G fabrics

READY

ﬁ
—5 s N9364E-SG2-Q  N9364E-5G2-0
NOK-C9332D-GX2B & N9K-CI364D-GX2A

32 to 64-port 400G 25.6T 64-port 800G or 128-port 400G (breakout) 51.2T

Nexus switches Nexus switches with QSFP-DD or OSPF form factors

L ]
For high performing frontend and backend Al networks

15 Back-End Network Options, but not limited to
Front-End Network Options Front-End Network Classic or Rail-Optimized Architectures with Nexus 9000 Fixed Series

Building or repurposing existing infrastructure for Al workloads Spines Spines

7 assic Desig Rail-Optimized Desigr
/ ,A X y Hosts mapped per Rack/Switch 8 GPU:NIC pair mapped per Rail/Switch
Leaf = er—] Non-blocking / 1:1 Oversubscription / BGP Fabric Non-blocking / 1:1 Oversubscription / BGP Fabric
10/25/100G Servers < Up to 64/128-port 400G or 800G options for Leaf/Spine Up to 64/128-port 400G or 800G options for Leaf/Spine

These design choices strictly depend on Collective Communication Library optimizations to
N . improve overall performance.

EN= -

ACI Fabrics VXLAN EVPN Fabrics



Cisco UCS C845A M8
GPU to GPU

communication

b

UCS C240 M7 Rack Server

Up to 2 GPUs -
p Front end and Al Training and Inference, HPC, Data Analytics, Visualization and Hyperscale
Storage Network Cloud Applications, Large Language Models, Design and Simulation

UCS + NVIDIA

GPU to GPU
Cisco Al PODs Bringing high-density COmmUniCatiOn
- GPU servers to the ?
Cisco UCS family - \\

pie) T Storage
—E : | Network
UCS C885A M8 Rack Server

8 GPUs

<z
7))

(Inferencing Muttiple
Models)

. https://www.cisco.com/site/us/en/products/security /nypershield/index.html
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DATA CENTER QUANTIZED
CONGESTION NOTIFICATION
(DCQCN)



The advent of Remote Direct Memory Access (RDMA) over converged ethernet on a hyper scale dafta center
challenges DC network operator to provide a low latency, lossless fabric at par with InfiniBand fabrics.

Direct Memory Access (DMA) is the ability of a device to access host memory directly, without the
intervention of the CPU. Remofe Direct Memory Access (RDMA) is the ability fo access (read and write)
memory on a remote machine without interrupting CPU operations.

CPU OFFLOADS

Traditional Mode RDMA Mode

RDMA over Converged Ethernet (RoCE - pronounced “Rocky”) is a network protocol that allows Remote
Direct Memory Access (RDMA) over an Ethernet network. It does this by en sulation of an InfiniBan
fran rt ket over Ethernet.

There are two versions of RoCE:

. RoCEv1 - Ethernet link layer protocol (Ethertype 0x8%15) allows communication between two hosts in
the same Ethernet broadcast domain = layer-2 only

_‘
ﬁg;g; IB GRH ('&BJSQ) IB Payload ICRC

. RoCEv2 - Enhances RoCEv1 with a UDP/IP (IPv4 or IPvé) header and adds layer-3 routability.

_|
G ... | o EE B Payoac -

The UDP destination port 4791 indicates that the payload is an InfiniBand payload with InfiniBand Base
Transport header. RoCEv2 can use different source UDP ports for different QPs that help ECMP load sharing.
The lossless nature is achieved using Priority Flow Control (PFC) and Explicit Congestion Notification (ECN) on a
lossy IP fabric.



. To utilize RoCEv2, specialized RDMA NICs (RNICs) capable of RDMA are required on both the source and
destination hosts. The physical (PHY) speed of RDMA cards typically starts from 50Gbps and is currently
available at speeds up o 400Gbps.

RoCEv2

<Al
remote host.
*Data transfer between applications bypasses CPU involvement.
*+Enables low-latency, high throughput.

Ethernet Network

RoCEv2

. A minimum MTU of 9000 bytes is typically recommended to avoid fragmentation and ensure efficient data

transfer.

(@EDECN-Capable Transport (01 or 10)
@D congestion Experienced (1)

Spine-1 Spine-2
[ —] L —]

Switch 1

Egress Port Congestion experienced
-4

ey — ] Prorky0 ’
Prority — 1 | oy B = i ECN =11
- @ = S of Destination
- Host-1 { Host-8 +
Priority? e e
@ Mark ECT in egress IP header Egress congestion detected
9 Mark CE in IP header
@ Adjust transmission rate when CNP is received Detects CE in ingress IP header
and send CNP* to the source
Priority Flow Confrol + Explicit Congestion Notification
\ J

Y
Data Center Quantized Congestion Notification (DCQCN)




CONFIGS...



. Cisco Nexus 9000 Series switches in NX-OS mode support the transport of RDMA over Converged Efhernet
(RoCE) V.1 and V.2 protocols natively.

. It does not require a specific license.

N9K config example:

o During a read/write operation between an initiator and target, RoCE traffic is supposed to be marked
with DSCP =24

o CNP being conftrol traffic is marked with DSCP = 48 (CS = §)

I"INexus use 8 queus for traffic scheduling: gos-group is mapped directly to queue number

einat Ingress quoue 1= QoS group 1 c-outa-ar Ggross queve 1 - 008 group 1
e-in-g2 Ingress quave 2 - QoS group 2 c-out-8q-q2 ‘Egress queve 2 - QoS group 2
cinea Ingress e 3 Qo5 groun 3 c-oura-g3 Egress queve 3 008 grove3
o Ingrss quaue 4 QoS group 4 cod-tarat Eqress queve 4 = o8 group 4
einas Ingress quoue 5 - QoS group c-ou-Ba-a5 Egresn queve 5 005 grop S
eina6 Ingress queue 6 - QoS group | ceout-ba-as | Egressqueve 6 - 005 grup &

eeina? Ingrass queue 7 = QoS group 7 c-out-8q-q7 Egross quaue 7 — QS group 7 (Strict Priority]

_ } ’ ROCE‘Q o CNP e
[

RoCE is classified to queue 31"

AN

CNP is classified to pricrity queue which is queue 71

¥ PFC must be enabled on all the interfaces throughout the network fabric

_ } 7 focEhuerloqororeu § e mans [o € autiq s avene

¥ CNPis set to gos-group 7, which maps fo strict-pricrity [real time) queue

mode, copies the QoS DSCP values from the inner IF header to the outer VXLAN header during encapsulation and vice

versa during decapsulation

7000 FAMILY
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=~ ¥ PFC pause frames are generated on queue 3; MTU must match the RoCEv2 traffic MTU and pic-cos value must match
Qos-group value

Z

¥ Pricritize CNP

¥ ECN is enabled on queue 3 with a minimum threshold of 150 Kbytes and a maximum threshold of 3000 Kbytes: if the
packet threshold is below the minimum of buffer (150 Kbytes) then transmits without ECN marking, if it is between minimum
and maximum then randomly marks the packets (with probability 7) with ECN bits, if it is above maximum of buffer (3000
e Kbytes) then marks every traffic with ECN [0x11).

_ ¢ The network QoS config and the Qs ueueing/scheduing configurtion must be applied on the syster level o apply for
all the interfaces in the system




ECMP



. Default ECMP Load-Sharing based on 5-tuples: Source IP, Destination IP, UDP, Source Port, Destination Port

(4791)
. Layer 4 protocol (UDP), and destination port (4791) remain the same for RoCEv2
. # of IP addresses are limited (GPU's IP address) Low Entropy

. only UDP source port changes
- Traffic is polarized to Spine-1 only

Caused due to Traffic Imbalance

Spine-1
,,,,,, N | Low buffer [re—]
| Spine-1 | Spine-2 usage

400 GbE

Due to traffic imbalance
at spine switches

Due to traffic
imbalance at
leaf switches

Leaf-4
1B K cee Under-Utilization
ey R R
== = | = = =
== === = ===
Host-1 Host-2 Host-3 Host-4 Host-5 Host-6 Host-7 Host-8
— 400 Gbps 400 Gbps

. Default ECMP load-balancing is unaware of real-time link utilization

Behavior

BEHAVIOUR)

# of Layer-4 flows Many
Many mouse flow and a
few elephant flows

ar
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Per-flow throughput Mostly elephant flows

GPU send and receive traffic at
the full capacity of their NIC ports

Link utilization Not fully utilized




. UDF ECMP looks at source and destination IP and User Defined Field in a packet
. User can choose what field to look at to enhance enfropy
. Every RoOCEv2 conversation is identified by Desfinate Queue Pair (3 byte field), in IB Header
. Destination Q Pair is 33 bytes from beginning of IP field (IP (20B) + UDP (8B) + IB (5B)) or éth byte in
InfiniBand header

i RoCEv2 ;cket format

upP 18 BTH+
r Header | (L4HDR)

Offset in bytes
from L3 header

< L J\ J
Configuring Load-balancing based on IB queue pair \
(config)# ip load-sharing address source-destination udf offset |33 |length fJ\
7 IPv4 header: 20 bytes
NOK# show ip load-sharing UDF length in bits |
1Pv4/1Pv6 ECMP load sharing:

d) : 4003426154

: address source-destination udf offset 33 length 24
Exclude L3 proto from ECMP hashing : Disabled

Rotate: 32 UDP header: 8 bytes

Location of QP in IB header: 5 bytes 4

QP field size: 3 bytes

Aot

ALGORITHM
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ALGORITHMS
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Flowlet is a packet burst from a flow separated by large enough gap. Flow is identified as per ip load sharing
command (ECMP or UDF):

. Dynamic Load Balancing (DLB) is based on real-time usage of links and flowlets are identified by inter-

packet gap

. Flows maintain the link or dynamically change the link

. Least utilized links are chosen, for a new flow, or at fime flows are moved to different link

. Ageing time is used avoid out of order packets, it should be 2 x RTT

. Al workloads are balanced fairly and if flows are bursty they can dynamically change path

S1 S2 S3 S4
_chari DLB based on real-time usage of links and C
pefault ECMP loadsharing flowlets identified b intef acket ga F‘ ’xﬁlﬁ”
based on Layer 4 UDP flow Y Inter-packet gap & e SRS
PR AT r T OISO N NN
o [ [
WEEE SEEEES EEEEE  EEE sEns mEEER 14227 w* Sy NN
L , re= = = e Y
A Non-uniform link Nearly uniform link S R
[ |

Y,
ﬁ. utilization M(%' utilization
[ 111]]] [ 1]]

Default ECMP load-balancing Statically pin all traffic on an ingress port
based on Layer 4 UDP flow to an egress port and vice-versa

To GPU 2 o Spine 2
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Best Practice

Best Practice

Use Nexus Dashboard to configure the
fabric with the recommended values as per
Cisco’s Al/ML Networking Blueprint

Use the built-in templates in Nexus Dashboard for enabling PFC and ECN

Built-in Al/ML Template - Customizable

it Torplote AL Fabrke. 008,406

Editinterface(s)

S

Aauionst CLI for the isertace

Create Fabric

NYK Cloud Scale Flattorm Queuing Policy

Netiow s supported cnly f 1t s enatled on fabric: |

NIK R-Series Platform Queuing Policy

Netfiow sampler name, appicatie to N7K only

Other NSK Platform Queuing Policy

SR |

Enable to configure & QoS Policy for this intertace. If AUML Enable Al / ML QoS and Queuing Policies
:

Al / ML QoS & Queuing Policy*

I — [ Al_Fabric_Q0S_100G

Al_Fabric_Q0S_400G

] ooty o ows e

Al_Fabric_Q0S_100G

Al_Fabric_Q0S_25G

Queuing Policy for all 92xx, -EX, -FX, -FX2, -FX3, -GX

series switches in the fabric

Queuing Policy for all R-Series switches in the fabric

Queuing Policy for all other swilches in the fabric

Configures QoS and Queuing Policies specific 1o N9K

Cloud Scale switch fabric for Al f ML network loads.

Queuing Policy based on predominant fabric link speed:
400G / 1006 | 256

Enable MACsec in the fabric

Cisco Type 7 Encrypted Octet String
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ANDREA DAINESE

= Senior Network & Security Architect con 20+ years’
experience in securing complex IT and OT
infrastructures

= Focused on cyber security strategies, GDPR/ISO 27001
compliance and Automation

= Cisco (CCIE), VMware, Red Hat... certified

= Father of Unified Networking Lab (UNetLab)

= Privacy and digital security evangelist
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https://adainese.it
hitps://www.linkedin.com/in/adainese/
hitps.//www.patreon.com/adainese
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https://adainese.it/
https://www.linkedin.com/in/adainese/
https://www.patreon.com/adainese
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HIGHLIGHTS

Al & Automation

Infrastructure Modernization

Sustainability

Security & Al-Driven Threat Detection

Al & Observability — A Data-Driven Approach
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1. Al & AUTOMATION

The backbone of Digital Transformation

= Alis central to Cisco’s vision, driving efficiency in
networking, cybersecurity, and infrastructure
management.

=  Al-powered observability, security, and customer
experience solutions are evolving to proactively
detect, respond, and optimize network operations.

= Cisco isinfegrating Al/ML models into its platforms,
such as Catalyst Center and Webex, to enhance
automation and predictive analyfics.



2. INFRASTRUCTURE MODERNIZATION

= Cisco is championing network programmability
through Terraform, Ansible, and API-driven
auvtomation.

= The Cisco Catalyst Center and ACI are transforming
networks into programmable, self-optimizing
infrastructures.

= Event-driven automation using tools like Meraki
Webhooks and ThousandEyes ensures real-time
adaptability.
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ThousandEyes:
= Network visibility (performance, outage, user
experience)
= |ntegrate with 3rd party products and get notified:
= Email
= 3 party tool (servicenow, slack...)
= Webhoocks
= CRUD API

ThousandEyes



3. SUSTAINABILITY

= Cisco’s commitment to a sustainable future was
highlighted through green networking solutions.

= Power efficiency APIs, telemetry dashboards, and
network sustainability initiatives were showcased as
key drivers of Cisco’s sustainability roadmap.
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Sustainability:
= Energy Consumption
= Operational Cost

= Zero Touch Provisioning
= Programmability & Telemetry
= [nfrastructure as Code (laC)

. @ influxdata ﬁ
.’ © influxdb n

ANSIBLE . SRS Grafana
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4. SECURITY & AI-DRIVEN THREAT DETECTION

Security threats are evolving, and Cisco is responding
with Al-powered cybersecurity solutions.

The infegration of Hypershield API, XDR automation,
and Secure Firewall automation enhances threat
detection, incident response, and security
enforcement.



5. Al & OBSERVABILITY — A DATA-DRIVEN APPROACH

= Cisco is leveraging Splunk and ThousandEyes to
provide full-stack observability, ensuring holistic
insights into IT infrastructure.

= Al-powered self-healing networks and predictive
analytics are driving improvements in system
performance.

= Observability solutions integrate with cloud-native tools
to optimize Al workloads.
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Splunk:
= Unified Observability
full stack observability
=  Application and Infrastructure Monitoring
= |T Service Intelligence
event correlation and prevention
= On-Call
incident correlation
= Anomaly Detection

splunk >

~ = a CISCO company




SECURITY REDELIVERY



Al increasi‘ng attack surface
and attak sophistication
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Isovalent as the first step on the hypershield journey

FULLY AUTONOMOUS POLICY I

INCREMENTAL ROLL-OUT & CONTINUOUS VALIDATION Increasing
Levels of

RECOMMENDATION ENGINE Al-driven

AuTomohon

SIMPLIFIED & CENTRALIZED SIMPLIFIED & CENTRALIZED
SEGMENTATION POLICY MGMT DISTRIBUTED EXPLOIT PROTECTION

HYPERSHIELD SAAS

DevOps based DevOps based
Kubernetes Security Visibility &

Segmentation Distributed Exploit
Policy Mgmt Protection

Isovalent > Splunk
Third Party Firewalls Smart Switch (w /DPUs) (Cilium & Tefragon) or other SIEM

Increasing Breadth of Enforcement Points




Firewalling needs to evolve to meet today’s challenges

Every server
Cisco’s NORTH STAR Every app Cisco'’s

Ve Hybrid Mesh
Every container Firewall

Make it easy for organizations
to reduce attack surface, e
prevent compromise, and stop
lateral movement in the —
modern data center, cloud, NGFW Provent oxplot —
campus, and factory el

Every flow

PLACEMENT

Identity inteligence

Perimeter

Manage NGFW in Al app runtime guardrails

multiple form factors Microsegmentation

at key chokepoints

Protect vulnerable loT

v

Traditional Modern

THREAT PROTECTION



=) TA) Q eBPF

o eBPF
@ Secure Workload
- o Hypershield
O - S Isovalent Enterprise

o eBPF
@ D |
eBPF (O 2 EEEI:' ‘ .
= @ 3rd-party firewall

= (@) 8355

S Q

C
Q
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Cloud Protection Suite

Cloud Management (Security Cloud Control)
Major trust boundaries Everywhere

L7 Threat Protection Al Model Protection* Segmentation Distributed Exploit Protection

Secure Multicloud Secure Access 3d Party Hypershield Hypershield Secure
Firewall Defense (FWaaS)* Firewall* (MagtelgWitel)) (Agent) Workload

Flexibility fo swap components

* Al Defense and Secure Access are add-ons fo Cloud Protection Suite

Some capabilities are planned but not yet available or guaranteed.
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Security for Al

Using Al Apps Developing Al Apps



Secure Access: SSE that truly understands Al

It doesn't just see patterns. It understands intent.

287 Total Events  Viewing activity from Jan 8, 2025 at 3:30 PM to Feb 7, 2025 at 3:30 PM

. L)
I n te I I Ig e nt P rote C tl O n Event Type Severity Identity Direction Destination Rule Action Detected ¥

. AIGuardraiIs @ High A Bob SWG (bob@swginawsd... Prompt OpenAl ChatGPT Al monitor ¢ Monitored  Feb 5, 2025 at 1:15 £
« Pattern-less Pll/PHI/PCI detection
® Critical 4 BobSWG (bob@swginawsd...  Prompt  OpenAl ChatGPT Al Guardrails - 1 © Blocked Feb 5, 2025 at 1:15 /

+ Prevention of sophisticated attacks
(OWASP LLM / MITRE ATLAS) e Critical 4 Bob SWG (bob@swginawsd..  Prompt  OpenAl ChatGPT Al Guardrails - 1 © Blocked  Feb 5, 2025 at 1:14 /
e.g., prompt injection

e High A Bob SWG (bob@swginawsd... Prompt OpenAl ChatGPT Al monitor € Monitored  Feb 5, 2025 at 1:14 /
 Intent-based 1'OXK-:”.y detection ® High A Bob SWG (bob@swginawsd... ~ Prompt  OpenAl ChatGPT Al monitor & Monitored  Feb 5, 2025 at 1:05 /
® High A Bob SWG (bob@swginawsd... ~ Prompt  OpenAl ChatGPT Al monitor € Monitored ~ Feb 5, 2025 at 12:57
L] L] L]
Zero-Friction Security e O S P —— Siion FEREEETR
L " e High sh 5212127197 Prompt  OpenAl ChatGPT Al monitor & Monitored ~ Feb 5, 2025 at 12:41
+ Builtinto Secure Access
@ High L 5212127197 —_— € Monitored Feb 5, 2025 at 12:37
+ Single unified policy framework Classification Classification
Real Time og b 5, 2025 at 12:35
. - .
No additional infrastructure S— : : ——

@LZZD Privacy '

(O Write a professional email responding to our client, m Toxicity P 5,2025 at 12:28
Alex Smith, confirming the details of their invoice for how to make a bomb
LT the $1.2M deal with ACME Company. ML p 4, 2025 at 10:56

)




Cisco Al Defense

Al Security Journey

Safely enable generative Al across your organization

= &

Discovery Detection

Uncover shadow Test for Al risk,
Al workloads, apps, vulnerabilities, and
models, and data. adversarial attacks

Protection

Place guardrails and
access policies to secure
data and defend against runtime
threats.



Discovery: Al Cloud Visibility

Al Assets

Learn more about Al as

° AuTomGhCG”y uncover Al CISSGTS, Cloud visibility External assets
spanning on-prem, cloud, and Saas

Discovered Al assets Models connections

12 22 6 22

Custom models Foundational models Agents Knowledge bases 2 4

* Understand usage context of
connected data sources

A Unprotected @ Protected

+ Show confrols around the models to
g G U ge exp o Sure Al asset name Asset type Discovered date Regions Last Validation
int.chatbot.v1.5 Custom model Sep 29, 2024 02:44:19 US West A Not validated
customer.support.d2 Custom model Sep 27, 2024 02:44:19 US East 0 A
doc.rey Custom model Aug 24, 2024 02:44:19 Europe A Not validated
meta.llama3 b-instruct Foundation model Aug 22, 2024 US East [ Jun 29,2024
cust.booking.mgr Custom model Aug 22, 2024 US East

Custom model Aug 12, 2024 US West
Custom model Aug 12, 2024 US West




Detection: Al Model & Application Validation

* Uncover supply chain risk in open-source
models by scanning file components for
malicious code, poisoned fraining data,
and more

Severity breakdown

Top 5 techniques

946 alen

1261 pass

Bythreat By attack technique

* Find vulnerabilities in models and
applications through automated,
algorithmic Al redteaming

Standards mappings
OWASP
owasp
MITRE OWASP

MITRE

+ Create model-specific guardrails to e
“patch” weaknesses and better protect
runtime apps




Protection: Al Runtime Protection Guardrails

Events Event details

« Apply guardrails that intercept and contion
evaluate prompts and responses

» Block malicious prompts before they ca
do damage to your model

+ Ensure model outputs are absent of
sensitive information, hallucinations from
company data, or otherwise harmful
content

+ Detections powered by proprietary Al
models and training data




RELAX,
WE CARE



	Slide 1
	Slide 3: Ai market penetration
	Slide 4: Common use of ai
	Slide 5: Ai workload
	Slide 6: Moore‘s law is dead!!!
	Slide 7: Accelerated Computing is the Path Forward 
	Slide 8: „Ai“  the killer application on dc
	Slide 9: Hosts interconnections  
	Slide 10: Some insights about hw 
	Slide 11: New leaf
	Slide 12: Ucs + nvidia
	Slide 13: Data Center Quantized Congestion Notification (DCQCN) 
	Slide 14: rdma
	Slide 15: dcqcn
	Slide 16: Configs…
	Slide 17: RoCE on Nexus 9000 family 
	Slide 18: ecmp
	Slide 19: Ecmp (default behaviour)
	Slide 20: Ecmp UDF ECMP algorithm
	Slide 21: …other ECMP algorithms
	Slide 22
	Slide 23
	Slide 24: Cisco Live Redelivery- Automation
	Slide 25: #WHOAMI
	Slide 26: Speaking About
	Slide 27: DevNet
	Slide 28: AGENDA
	Slide 29: Digital Transformation
	Slide 30: Modernization
	Slide 31: Digital Transformation
	Slide 32: Sustainability
	Slide 33: Sustainability
	Slide 34: Threat Detection
	Slide 35: Observability
	Slide 36: Observability
	Slide 37: Security Redelivery
	Slide 38: Securing the enterprise is increasingly challenging
	Slide 39: Cisco Hypershield Isovalent Enterprise
	Slide 40: Isovalent as the first step on the hypershield journey
	Slide 41: Firewalling needs to evolve to meet today’s challenges
	Slide 42
	Slide 43
	Slide 44: Cisco AI Defense
	Slide 45
	Slide 46
	Slide 47
	Slide 48: Discovery: AI Cloud Visibility
	Slide 49: Detection: AI Model & Application Validation
	Slide 50: Protection: AI Runtime Protection Guardrails
	Slide 51

