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AI platforms are designed by
clustering purpose-built servers
specifically tailored to handle
the training of workloads that
involve processing massive
amounts of data.

A minimum bandwidth of 800G per
connectivity, is in today's landscape a
must to provide to AI platforms with data
at a rate that matches their
consumption capabilities for achieving
optimal performance.

The time taken for data movement begins to
dominate the time taken for arithmetic,
precluding further scaling of training runs with
present technology.

Training runs rarely exceed 6 months,
because both the HW and SW used for
a training run, risks becoming obsolete
at timescales longer than this.

• https://epoch.ai

https://epoch.ai/data/notable-ai-models
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*LLM = Large Language Model

• In modern data center, maintaining high performance and low latency is crucial, especially with the rise of

AI and machine learning applications that demand significant computational power and efficient data

transfer.

• One critical aspect of achieving these goals is effective flow control within the network, particularly in

RoCEv2 (RDMA over Converged Ethernet) deployments.



„AI“ 
THE KILLER APPLICATION ON DC
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SOME INSIGHTS ABOUT HW
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• https://www.cisco.com/site/us/en/products/security/hypershield/index.html



DATA CENTER QUANTIZED 
CONGESTION NOTIFICATION 

(DCQCN)
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• The advent of Remote Direct Memory Access (RDMA) over converged ethernet on a hyper scale data center

challenges DC network operator to provide a low latency, lossless fabric at par with InfiniBand fabrics.

• Direct Memory Access (DMA) is the ability of a device to access host memory directly, without the

intervention of the CPU. Remote Direct Memory Access (RDMA) is the ability to access (read and write)

memory on a remote machine without interrupting CPU operations.

• RDMA over Converged Ethernet (RoCE – pronounced “Rocky”) is a network protocol that allows Remote

Direct Memory Access (RDMA) over an Ethernet network. It does this by encapsulation of an InfiniBand

transport packet over Ethernet.

• There are two versions of RoCE:

• RoCEv1 – Ethernet link layer protocol (Ethertype 0x8915) allows communication between two hosts in

the same Ethernet broadcast domain → layer-2 only

• RoCEv2 – Enhances RoCEv1 with a UDP/IP (IPv4 or IPv6) header and adds layer-3 routability.

• The UDP destination port 4791 indicates that the payload is an InfiniBand payload with InfiniBand Base

Transport header. RoCEv2 can use different source UDP ports for different QPs that help ECMP load sharing.

The lossless nature is achieved using Priority Flow Control (PFC) and Explicit Congestion Notification (ECN) on a

lossy IP fabric.
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• To utilize RoCEv2, specialized RDMA NICs (RNICs) capable of RDMA are required on both the source and

destination hosts. The physical (PHY) speed of RDMA cards typically starts from 50Gbps and is currently

available at speeds up to 400Gbps.

• A minimum MTU of 9000 bytes is typically recommended to avoid fragmentation and ensure efficient data

transfer.

Priority Flow Control Explicit Congestion Notification +

Congestion experienced 
ECN = 11

Data Center Quantized Congestion Notification (DCQCN)



CONFIGS…
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• Cisco Nexus 9000 Series switches in NX-OS mode support the transport of RDMA over Converged Ethernet

(RoCE) V.1 and V.2 protocols natively.

• It does not require a specific license.

N9K config example:

o During a read/write operation between an initiator and target, RoCE traffic is supposed to be marked

with DSCP = 24

o CNP being control traffic is marked with DSCP = 48 (CS = 6)



ECMP
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• Default ECMP Load-Sharing based on 5-tuples: Source IP, Destination IP, UDP, Source Port, Destination Port

(4791)

• Layer 4 protocol (UDP), and destination port (4791) remain the same for RoCEv2

• # of IP addresses are limited (GPU’s IP address)

• only UDP source port changes

→ Traffic is polarized to Spine-1 only

• Default ECMP load-balancing is unaware of real-time link utilization
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• UDF ECMP looks at source and destination IP and User Defined Field in a packet

• User can choose what field to look at to enhance entropy

• Every RoCEv2 conversation is identified by Destinate Queue Pair (3 byte field), in IB Header

• Destination Q Pair is 33 bytes from beginning of IP field (IP (20B) + UDP (8B) + IB (5B)) or 6th byte in

InfiniBand header
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• Flowlet is a packet burst from a flow separated by large enough gap. Flow is identified as per ip load sharing

command (ECMP or UDF):

• Dynamic Load Balancing (DLB) is based on real-time usage of links and flowlets are identified by inter-

packet gap

• Flows maintain the link or dynamically change the link

• Least utilized links are chosen, for a new flow, or at time flows are moved to different link

• Ageing time is used avoid out of order packets, it should be 2 x RTT

• AI workloads are balanced fairly and if flows are bursty they can dynamically change path

• Static pinning, manually configured (or via API), allows static pinning between ingress and egress ports



NDFC





CISCO LIVE REDELIVERY- AUTOMATION
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ANDREA DAINESE

▪ Senior Network & Security Architect con 20+ years’ 

experience in securing complex IT and OT 

infrastructures

▪ Focused on cyber security strategies, GDPR/ISO 27001 

compliance and Automation

▪ Cisco (CCIE), VMware, Red Hat... certified

▪ Father of Unified Networking Lab (UNetLab)

▪ Privacy and digital security evangelist

https://adainese.it

https://www.linkedin.com/in/adainese/

https://www.patreon.com/adainese

https://adainese.it/
https://www.linkedin.com/in/adainese/
https://www.patreon.com/adainese
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HIGHLIGHTS

1. AI & Automation

2. Infrastructure Modernization

3. Sustainability

4. Security & AI-Driven Threat Detection

5. AI & Observability – A Data-Driven Approach
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1. AI & AUTOMATION

The backbone of Digital Transformation

▪ AI is central to Cisco’s vision, driving efficiency in 

networking, cybersecurity, and infrastructure 

management.

▪ AI-powered observability, security, and customer 

experience solutions are evolving to proactively 

detect, respond, and optimize network operations.

▪ Cisco is integrating AI/ML models into its platforms, 

such as Catalyst Center and Webex, to enhance 

automation and predictive analytics.
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▪ Cisco is championing network programmability

through Terraform, Ansible, and API-driven 

automation.

▪ The Cisco Catalyst Center and ACI are transforming 

networks into programmable, self-optimizing 

infrastructures.

▪ Event-driven automation using tools like Meraki 

Webhooks and ThousandEyes ensures real-time 

adaptability.
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ThousandEyes:

▪ Network visibility (performance, outage, user 

experience)

▪ Integrate with 3rd party products and get notified:

▪ Email

▪ 3rd party tool (servicenow, slack…)

▪ Webhoocks

▪ CRUD API
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3. SUSTAINABILITY

▪ Cisco’s commitment to a sustainable future was 

highlighted through green networking solutions.

▪ Power efficiency APIs, telemetry dashboards, and 

network sustainability initiatives were showcased as 

key drivers of Cisco’s sustainability roadmap.
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Sustainability:

▪ Energy Consumption

▪ Operational Cost

▪ Zero Touch Provisioning

▪ Programmability & Telemetry

▪ Infrastructure as Code (IaC)
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4. SECURITY & AI-DRIVEN THREAT DETECTION

▪ Security threats are evolving, and Cisco is responding 

with AI-powered cybersecurity solutions.

▪ The integration of Hypershield API, XDR automation, 

and Secure Firewall automation enhances threat 

detection, incident response, and security 

enforcement.
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5. AI & OBSERVABILITY – A DATA-DRIVEN APPROACH

▪ Cisco is leveraging Splunk and ThousandEyes to 

provide full-stack observability, ensuring holistic 

insights into IT infrastructure.

▪ AI-powered self-healing networks and predictive 

analytics are driving improvements in system 

performance.

▪ Observability solutions integrate with cloud-native tools

to optimize AI workloads.
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Splunk:

▪ Unified Observability

full stack observability

▪ Application and Infrastructure Monitoring

▪ IT Service Intelligence

event correlation and  prevention

▪ On-Call

incident correlation

▪ Anomaly Detection



SECURITY REDELIVERY



Nothing can 
be trusted
• Distributed perimeter necessary but no 

longer sufficient

• Need security in every flow to stop 
lateral movement

More vulnerabilities, 
exploited faster
• Weeks to hours to minutes

• Patching can't keep up

• New AI model risks

Highly distributed, 
fine-grained apps
• Spanning data center, cloud​

• Containers​

• 1000s of microservices

AI increasing attack surface 

and attack sophistication 

Securing the enterprise is increasingly challenging



CISCO HYPERSHIELD
ISOVALENT ENTERPRISE



Isovalent as the first step on the hypershield journey

FULLY AUTONOMOUS POLICY

INCREMENTAL ROLL-OUT & CONTINUOUS VALIDATION

RECOMMENDATION ENGINE

SIMPLIFIED & CENTRALIZED 
SEGMENTATION POLICY MGMT

SIMPLIFIED & CENTRALIZED 
DISTRIBUTED EXPLOIT PROTECTION

Non-Agent Workloads Kubernetes Linux VMs Windows VMs

Third Party Firewalls Smart Switch (w /DPUs) TSA TSA
Isovalent

(Cilium & Tetragon)

Splunk 
or other SIEM

DevOps based 
Kubernetes 

Segmentation 
Policy Mgmt

DevOps based 
Security Visibility & 
Distributed Exploit 

Protection

HYPERSHIELD SAAS

Increasing 
Levels of 
AI-driven 

Automation

Increasing Breadth of Enforcement Points



Firewalling needs to evolve to meet today’s challenges

Cisco´s NORTH STAR

Make it easy for organizations 
to reduce attack surface, 
prevent compromise, and stop 
lateral movement in the 
modern data center, cloud, 
campus, and factory

NGFW 

Mesh

Manage NGFW in 
multiple form factors 

at key chokepoints 

Every server

Every app

Every VM

Every container

Every IoT device

Every user

Encrypted traffic at scale

Prevent exploit —
known & unknown threats

Identity intelligence

AI app runtime guardrails

Microsegmentation

Protect vulnerable IoT

Cisco’s 
Hybrid Mesh 

Firewall
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THREAT PROTECTION
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3rd-party firewall

DPU

ServerDPU

Switch

Hypershield

Isovalent Enterprise

Secure Workload

Secure Access

Multicloud Defense

Secure Firewall



Cloud Management (Security Cloud Control)

Hybrid Mesh Firewall

Major trust boundaries Everywhere

Secure 

Firewall

Multicloud

Defense

Secure Access

(FWaaS)*

Secure 

Workload

Hypershield

(Smart Switch)

Hypershield 

(Agent)

Cloud Protection Suite

* AI Defense and Secure Access are add-ons to Cloud Protection Suite

Segmentation Distributed Exploit ProtectionL7 Threat Protection AI Model Protection* 

3rd Party 

Firewall*

Some capabi lities are planned but not yet available or  guaranteed.

Flexibility to swap components



CISCO AI DEFENSE



Security for AI

Using AI Apps Developing AI Apps



It doesn't just see patterns. It understands intent.

Secure Access: SSE that truly understands AI

Intelligent Protection
• Pattern-less PII/PHI/PCI detection

• Prevention of sophisticated attacks 
(OWASP LLM / MITRE ATLAS) 
e.g., prompt injection

• Intent-based toxicity detection

Zero-Friction Security

• Built into Secure Access*

• Single unified policy framework

• No additional infrastructure
1

Unified Security Framework
100%

Top 16 AI Apps Coverage
1200+

AI Applications Coverage

(*) included in Secure Access Advantage



Safely enable generative AI across your organization

Cisco AI Defense

AI Security Journey

Discovery
Uncover shadow 

AI workloads, apps, 
models, and data.

Detection
Test for AI risk,

vulnerabilities, and
adversarial attacks

Protection
Place guardrails and 

access policies to secure 
data and defend against runtime 

threats.



• Automatically uncover AI assets, 
spanning on-prem, cloud, and SaaS

• Understand usage context of 
connected data sources

• Show controls around the models to 
gauge exposure

Discovery: AI Cloud Visibility



• Uncover supply chain risk in open-source 
models by scanning file components for 
malicious code, poisoned training data, 
and more

• Find vulnerabilities in models and 
applications through automated, 
algorithmic AI redteaming

• Create model-specific guardrails to 
“patch” weaknesses and better protect 
runtime apps

Detection: AI Model & Application Validation



• Apply guardrails that intercept and 
evaluate prompts and responses

• Block malicious prompts before they can 
do damage to your model

• Ensure model outputs are absent of 
sensitive information, hallucinations from 
company data, or otherwise harmful 
content

• Detections powered by proprietary AI 
models and training data

Protection: AI Runtime Protection Guardrails
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