E-MAIL SECURITY
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INTRODUCTION

- SMTPis a language
- old but gold protocol

- new technology still did not replace SMTP

- It just works

- SMITP relies on third party for security

- threats continue to evolve, so must the security layer
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INTRODUCTION

Email is still the #1 threat vector
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THREAT LANDSCAPE

2005 | 2006 | 2007 | 2008 | 2009 | 2010 | 2011 | 2012 | 20

2014 | 2015 | 2016 | 2017 | 2018 | 2 2020 | 2021 | 2022 | 2023

Attack Type

Defenses

Gen 1l

High Volume / Annoyance

Spam / Unwanted Virus

Infected Websites

Anti-Virus

IP Reputation

Web Reputation Regex / Pattern Rules

Bayesian / Heuristic Scanning

SPF / DKIM / DMARC

Gen 2

Deception

Scam / Fraud

Cryptolocker

URL Crawling
Domain Reputation
File Reputation

File Analysis

Gen 3

Infiltration
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Account Takeover

User Impersonation

Natural Language

Name Matching Algos

Signal Aggregation

Behavioral Analysis

Encrypted payload

Email Account
Compromise

Image / QR

Al Gen Emails

Relationship Models

OCR with NLP

Neural Nets
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THREAT LIFE CYCLE

>
®

Incidents

v

Time
Unknown / Targeted Emerging Known Widely Known
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COMPONENTS

Secure Email Gateway Cisco Secure Email Threat Defense

Modifies and filters inbound and outbound Has complete visibility of inbound, outbound and internal messages
messages that cross the perimeter

Internet E>—c /
//
Email Gateway Microsoft 365 Cisco Secure Email
Threat Defense

\\
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CISCO SECURE EMAIL GATEWAY

- IronPort ©

- traditional gateway
- granular controls

- featurerich

- reliable performance

- flexible deployment
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CISCO SECURE EMAIL GATEWAY

d
|
< Connection and Content Filtering Virus & Malware Filtering
E Reputation Connection File Fil
e SDR Filtering CASE Anti-Virus . e
I Filtering Reputation Analysis
X . File types,
m '-.IOSt 'and !P Doma{n fRce e Multi-verdict Block known SHA-based behavioral
filtering via reputation SPF, DKIM & scannin viruses file blocking Toe T
SBRS & ETF filtering DMARC e >
sandboxing
‘ ’ Content Filtering Anti-Phishing
m Graymail Content Outbreak  Threat Defense
Detection Filtering Filtering Connector
Control - Metadata &
Keti Admin driven 9-12 hr lead etadata
mar' eting, rules (ETF & time on zero- behavioral
social and FED) day outbreaks analytics

bulk @




CISCO SECURE EMAIL GATEWAY

File reputation File sandboxing File retrospection
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» o o o

Advanced Malware Protection

* Block known malware
Fuzzy

. .. e Advanced analytics
fingerprinting

« Dynamic analysis
« 846+ indicators

® Examine files with context-
driven analysis

® Auto-remediate threats in

0365 Indications of

compromise

| |
(T[T

® @Gain visibility into messages
trying to enter or leave the \l/

network Known
signatures
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CISCO SECURE EMAIL GATEWAY

(One-time, pre-configured)

AMP
Disposition

Request access to Microsoft query made

365 mailbox

AMP
Access token

provided Clean

-7
e
-

Disposition:

]
CISCO File Reputation

Disposition changed
afrali, ;
Cisco @ in AMP Cloud to

Malicious

File Analysis sends
retrospective verdict
update: File Malicious
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Email with an
attachment is sent N

~~~~~~

> B® Microsoft 365

CISCO Secure Email Email with attachment delivered
°
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CISCO SECURE EMAIL GATEWAY

—
E Content Filters
| ‘ URL Filtering
Rewrite .

m URL Cisco Cloud Web Proxy
M Content Filters
: ® Customize filters in :]eofcal?g / BLOCKEDwww(.]proxy[.]JorgBLOCKED

three different ways for additional
O security

Complete V|s.|b|I|ty of eoming messang Replace “This URL is blocked by policy”
m user interaction with text
m ® Easily enforce business

and compliance policies

URL Reputation

and Categorization ‘
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CISCO SECURE EMAIL GATEWAY

- Pre-processing Post-processing
P 5 From: Chuck chuck.robbins@mail.com From: adam@outside.com
" / Subject: [URGENT] Subject: {Possibly Forged} [URGENT]
" Need help transferring funds Need help transferring funds

Forged Email Detection

Inspects the SMTP envelope address Compare against Company directory
® Inspect SMTP envelope for .
True sender address $ telnet mail-smtp-in.l.mail.com 25 * Allison Johnson

Trying 74.125.206.26...
Connected to mail-smtp-in.l.mail.com.

® Match sender address against * Barry Smith

company directory e « Chuck Robbins
Escape character is 'A]".

220 mx.mail.com ESMTP i11si22058766wmh.67 — gsmtp * Dave Tucker

HELO mail.outside.com

® Send appended mail to
warn users of potential
forgery 250 mx.mail.com at your service

MAIL FROM:adam@outside.com

250 2.1.0 OK i11si22058766wmh.67 - gsmtp
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® Record a log of attempts and
actions taken
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CISCO SECURE EMAIL THREAT DEFENSE

- Saas solution

- Al, Machine and Deep Learning

- visibility to incoming, outgoing and internal messages
- focusing on Microsoft 365 and Hybrid Exchange

- context and relationship driven

- simple implementation
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CISCO SECURE EMAIL THREAT DEFENSE

Content vs Context

Content-based signals -
analyze the individual email :@
Context-based signals
consider the relationship
between entities
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CISCO SECURE EMAIL THREAT DEFENSE

Se nders FREQUENT SENDER FOR RECIPIENT ReCIplents

or
O FREQUENT SENDER FOR RECIPIENT'S DOMAIN O

Frequently sends

1 1
1
; :
1 I
Rarely sends i -
: I
1
RARE SENDER DOMAIN FOR RECIPIENT ! !
1 1

or
RARE SENDER DOMAIN FOR RECIPIENT DOMAIN

xt-based signals
conS|der the relationship
between entities




CISCO SECURE EMAIL THREAT DEFENSE

tJ Phishing 29 2022 6:54 AM EST
Graymail Marketing Social Bulk Spam

Message ID: <DBAP192MB0922B7E041EE1 37 89C gencorporation.com>
Category

Fraud Advance Fee Fake Company ATO Phishing dnedry@ingencorporation.com (V]

Scam Extortion Charity Romance Investment
- Business Risk
Lottery Employment Inheritance Money Mule

Credential Don Nedry

REQUEST FOR CREDENTIALS

Message segment ‘Please login to avoid
account deletion' contains a request for
credentials

Identity

ATO extema
Payroll Gift Card Wire Transfer

Business Email

g Compromise
Compromise

SUBJECT TOPIC: ACCOUNTS

Subject text is often associated with
business email compromise (BEC)
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MALICIOUS FILE
Ransomware

Cred Stealer Ad/Spyware
Bot/Phish Kit Trojan / CNC

note.html (SHA256: 1daa049e1da52 76.97.162.228

Malicious URL
_UMOODE MASQUERADE

Email contains 3 words with confusable
unicode usage. Words: alert, message
password




CISCO SECURE EMAIL THREAT DEFENSE

Verdict Details Verdict Details

BEC Initial Lure

RARE SENDER ADDRESS
BRAND IMPERSONATION
™ i -~ Sender address luposzechny1@gmall.com is rarely seen
Detected a brand impersonation in email
)
FAKE REPLY REQUEST FOR CONTACT DETAILS
Email looks like a reply, but it is not Message segment '\ erence meeting right now, can't talk on... " contains a
request for contact
LOW CONTENT REPUTATION
Email content has a bad reputation SEIOER MM MM
Potential impersonation because sender display name Uwe does not match the address

SENDER NAME MISMATCH

luposzechny1@gmail.com

Potential impersonation because sender display name “Discount” does not match the address
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SUBJECT TOPIC: SPAM

vcement.se”

Subject text is often associated with spam
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DEPLOYMENT

On-Premises

Hardware or Virtual
Machines

Cisco Secure Email
Gateway

@

P

0

Hybrid

Best of both worlds

>

Cloud

Agile, Scalable, Secure

Cisco Secure Email Cloud
Gateway

Cisco Email Threat
Defense



ENCRYPTION WITH KITEWORKS EPG

- Email Protection Gateway Addon

-  SMTP hop

- securing information communication

- utilizing S/MIME and OpenPGP standards

- B2B and internal encryption

- enterprise owns the keys, not vendors and not users

- automated policy driven encryption for seamless user experience

- public CA integration
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- hardened virtual appliances
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KITEWORKS ENCRYPTION — USE CASE: EXTERNAL

,;c&a:, Internal Employees

Gateway Add-on

é Email Server
I

Mail Client/Browser

gogog External Parties

Transparent as part of native email
client with automatic coverage.

EPG checks for policy for given
recipient

Mail client decrypts S/MIME, TLS, OpenPGP
protocols.
encrypted HTML if other methods unavailable



KITEWORKS ENCRYPTION — USE CASE: END TO END
CC&% Internal Employees

End-to-End Add-on

!

The message is encrypted via
S/MIME directly in the sender’s
email client — keys and certificates
are automatically collected and
managed.

iﬁiﬂ Encryption V-Appliance

No interruption to decrypt/scan
the message content. Maintains
highest level of privacy
protection.

2, e .
protocol.

g]ogog External Parties
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KITEWORKS ENCRYPTION — USE CASE: INTERNAL

5&2 Internal Employees

Internal Add-on

=TT
)

The message is encrypted via
S/MIME directly in the sender’s
email client — keys and certificates
are automatically collected and
managed.

iﬁi:ﬂ Encryption V-Appliance

No interruption to decrypt/scan
the message content. Maintains

S tmai <
* protection.
1

= Mail Client

Decrypted with client S/MIME
=l protocol.

5&33 Internal Employees
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DMARC

- Domain based Message Authentication, Reporting and Conformance
- released 2012

- secure your domain

- utilization of SPF, DKIM and DMARC

- open protocol

DMARC builds on the existing SPF and DKIM standards whilst
introducing three important concepts:
DMARC 1. Alignment - any domain authenticated by SPF or DKIM must match
those of the From domain;

2. Reporting - mailbox providers can report to domain owner's sender
level detail such as IP range and authentication status;
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3. Policy - domain owners can specify the action an email receiver
should take if authentication did not occur - options include None,
Quarantine and Reject.
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SENDER POLICY FRAMEWORK (SPF)

|

example.com IN TXT v=spfl ip4:76.92.66.344 -all

|
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DOMAIN KEYS IDENTIFIED MAIL (DKIM)

Algorithms used Canonicalization scheme

DKIM-Signature: v=1; a=5§a-sha256; c=re1axéd/relaxed;
Selector

Signing Domain ID g=gmail.com; $=20120113;

Signed Headers R=mime-version:date:message-id:subject:from:to:content-type;
Header Hash Rh=pMD4ZYidlvn/f7RZAy6LEON+d+W+AD1VSR6I0OzrYofA=;
Body Hash b=n3EBXT5DwWNbeISSYpKT6zOKHEb8ju51F4X8H2BKhDWkOYpOk8DuU4zgLh

srfeFCvf+/2XEPNQaIVtKmEOh7ZTI8yvV61DEQtIQQWGQ/RAZWSNATjg4B
JAXPR+yF6XwWLLcQgMwzsgLxC3pQAPW3Lp7py9C62nauei3nLEmOgLNXYsh
Uvg6IS+qfIBOKeMby9WUsqRecg@AWX8DFb8gxXHQH8WKFI96KitB6iPFq
ufIOTaZWMhiFnL+NHRO6VOPwsCQhsSccuk@eTDu9Uqyf8bDnd4opkhg7tZ
SyGhUFeuqwxJoCJlcghGf7edZ00IgZtEcuxLMcgl+mpSje2YIfeXgFRg==



DMARC POLICY

Version Failure policy

_dmarc.ntslab.eu IN TXT “v=DMARC1\; p=quarantine\;
pct=100\; rua=mailto:dmarc-reports@dmarc.ntslab.eu\;
ruf=mailto:dmarc-reports@dmarc.ntslab.eu”

Sampling rate
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Failure Reports URI Aggregate Reports URI
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MOVING TO DMARC

- combine results of SPF and DKIM evaluation

- DMARC needs SPF or DKIM to pass

- set DMARC record in DNS to receive reports

- evaluate reports through tool to get visibility

- work through tool to only allow valid messages

- set DMARC policy to reject
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KEY TAKEAWAYS

- SMTPis as relevant as always

- Phishing, BEC, Malware, etc. will never stop

- E-Mail Security is a maijor first layer of defense

- significant cost-value ratio if done right

- new technology challenges old practices

- use Al to battle Al

- increasing requirement for encryption due to compliance

- start your DMARC journey
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221 GOODBYE
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