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INTRODUCTION

− SMTP is a language

− old but gold protocol

− new technology still did not replace SMTP

− It just works

− SMTP relies on third party for security

− threats continue to evolve, so must the security layer



SE
C

UR
E 

E-
M

A
IL

INTRODUCTION



SE
C

UR
E 

E-
M

A
IL

THREAT LANDSCAPE
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THREAT LIFE CYCLE
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COMPONENTS
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CISCO SECURE EMAIL GATEWAY

− IronPort ♡

− traditional gateway

− granular controls

− feature rich

− reliable performance

− flexible deployment
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CISCO SECURE EMAIL GATEWAY
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CISCO SECURE EMAIL GATEWAY
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CISCO SECURE EMAIL THREAT DEFENSE

− SaaS solution

− AI, Machine and Deep Learning

− visibility to incoming, outgoing and internal messages

− focusing on Microsoft 365 and Hybrid Exchange

− context and relationship driven

− simple implementation
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CISCO SECURE EMAIL THREAT DEFENSE



SE
C

UR
E 

E-
M

A
IL

CISCO SECURE EMAIL THREAT DEFENSE



SE
C

UR
E 

E-
M

A
IL

CISCO SECURE EMAIL THREAT DEFENSE
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CISCO SECURE EMAIL THREAT DEFENSE
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DEPLOYMENT
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ENCRYPTION WITH KITEWORKS EPG

− Email Protection Gateway Addon

− SMTP hop

− securing information communication

− utilizing S/MIME and OpenPGP standards

− B2B and internal encryption

− enterprise owns the keys, not vendors and not users

− automated policy driven encryption for seamless user experience

− public CA integration

− hardened virtual appliances
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KITEWORKS ENCRYPTION – USE CASE: EXTERNAL
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KITEWORKS ENCRYPTION – USE CASE: END TO END
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KITEWORKS ENCRYPTION – USE CASE: INTERNAL
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DMARC

− Domain based Message Authentication, Reporting and Conformance

− released 2012

− secure your domain

− utilization of SPF, DKIM and DMARC

− open protocol
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SENDER POLICY FRAMEWORK (SPF)
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DOMAIN KEYS IDENTIFIED MAIL (DKIM)
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DMARC POLICY
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MOVING TO DMARC

− combine results of SPF and DKIM evaluation

− DMARC needs SPF or DKIM to pass

− set DMARC record in DNS to receive reports

− evaluate reports through tool to get visibility

− work through tool to only allow valid messages

− set DMARC policy to reject
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KEY TAKEAWAYS

− SMTP is as relevant as always

− Phishing, BEC, Malware, etc. will never stop

− E-Mail Security is a major first layer of defense

− significant cost-value ratio if done right

− new technology challenges old practices

− use AI to battle AI

− increasing requirement for encryption due to compliance

− start your DMARC journey
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